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IIpaBuia ucno1b30BaHuUs 3J1eKTPOHHOIO CPEACTBA IJIATekKa -
cucrembl «MaTepHer-bank» AO «YPAJIIIPOMBAHK»
(c m3menenusamu Nel ot 07.05.2015r., Ne2 ot 27.04.2016r., Ne3 ot 30.09.2022, Ne4 ot 14.06.2023)

1. OcHoBHBIE TCPMHUHBI U ONIPpEACICHUS

«AyTeHTHUpUKALUA» — yIOCTOBEPEHUE IMpaBa MUCIONb30BaHMs KIIMEHTOM 3JIEKTpOHHOIO cpeacTBa
iarexxa — cucremsl «MHTepHeT-bank», ocyiecTBiseMoe baHkoM mocpeacTBOM MPOBEPKU JIOTHHA U
napoisisi Knuenra, copepykanux KOMOWHAIIMM CHMBOJIOB, BBEJCHHBIX MM B COOTBETCTBYIOIIYIO (OpMYy
npu Bxoae B cucremy «MutepHer-bank». AyreHTuduxanus B «MoOWIBHOM OaHKE» MOXET ObITh
OCYIIIECTBIICHA HA OCHOBaHMHM OWOMETpHUYeCKOW BepuduKamuu mnois3oBarensmiatgopm i0OS w/mnm
Android..

«ABTOMAaTH3MpPOBaHHAasi OaHkoBckass cucrema (ABC)» - aBTOMaTH3WpOBaHHAs CHCTEMA,
ucrob3yemasi A yueta u oopMIICHHS oNepalnii, coBepinaeMbix B banke.
«bank» — «Ypansckuii Ilpombinuiennsii  bank»  (akiumoHepHoe 00mecTBo)  (KpaTkoe

naumenoBanrne AO «YPAJIIIPOMBAHKY), 3apeructpupoBannoe B Llentpansnom 6anke PO 11.07.1994
rona, peructpaunonubiii Ne 2964, OI'PH 1027400001727, UHH 7449014065, KIIIT 745301001, mecto
HaxoxaeHus: r. Yensounck, yin. CBo6obl, 1.97, nuiieH3us Ha OCYyIeCTBICHHEe 0aHKOBCKHUX onepanuii Ne
2964 ot 13.08.2012 ropa.

«lnuresbHOE pacnopsizkeHHe) - pacnopsbkeHue Kinuenta banky Ha nmpoBeeHHE MEPUOANYECKUX
MEePEBOIOB JICHEKHBIX CPEJICTB IO OaHKOBCKOMY cueTy KimeHTa B onmpenesieHHyIo AaTy U (WiIu) IepHo/I,
IIPY HACTYIJIEHUU ONPENEIICHHBIX PACIOPSKEHUEM YCIOBUHM B CyMMe, onpeaensiemoit Kinuentom.

«dorosop» - JloroBop 00 HCHOJB30BAaHUU 3JIEKTPOHHOIO CpEACTBA IUIaTeXka — CHUCTEMaA
«uTepHeT-banky.

«Kapra» — neGetoBasi/kpeautHas 6ankoBckas kapta Visa, MUP AO«YPAJIIIPOMBAHK».

«Knuent» — ¢usmueckoe MO, UMeEIONIEe JCUCTBYIOMIMK  OaHKOBCKHI  CYeT B
AO«YPAJIIIPOMBAHK», k xotopomy odopmieHa paebGeroBas/kKpenuTHass OaHkKoBckas kapta AO
«YPAJIIIPOMBAHKY, 3akmounBiiee ¢ bankom JloroBop 00 MCHOIB30BaHUU DJIEKTPOHHOTO CPEACTBA
marTexxa — cucrema «MHatepHer-banky.

«KoxoBoe ¢JI0BO» — I0OCIIEI0BATEIbHOCTh CHUMBOJIOB, M3BECTHas TOJbKO Kimenty m baHky,
UCIOJIb3yeMasi B KauecTBE JOIOJHUTEIBHOTO cpelcTBa ayTreHTudukanuu KinueHra npu o0CTyKUBaHUH
yepe3 LlenTp noanepxku kineHToB. KogoBoe CIOBO SIBISETCSA YHUKAJIBHBIM M MOXET HCIOJb30BaThCS
MHOT'OKPATHO.

«Komnpomerauusi cpeacTB NOATBEPXKIAEHHS» — YyTpaTa, XHILEHHE, HECAHKIMOHUPOBAHHOE
KOIMPOBaHWE, Tepeadya CPeACTB MOATBEpKACHMS, Haxomsmmuxcs y Kiuenra. JroOwsie npyrue BB
pasrnamenus coaep:xkanus kiaroua DI Knuenrta, a Takke citydau, KOrja Helb3s JOCTOBEPHO YCTAHOBUTb,
YTO MPOU3OILIO C HOCUTEIISIMH, COACPNKAINIMMHU KIIOUEBYI0 MH(OpMaiuio (B TOM YHCIE CIy4yau, KOTa
HOCHUTENb BBINIET M3 CTPOS U JOKa3aTelbHO HE OMpPOBEPTHYTa BO3MOXKHOCTH TOTO, YTO JAHHBIN (akT
IIPOM30LIEN B pe3yibTaTe JeHCTBUI 310yMbIIIJIEHHUKA).

«Cucrema «WutepHer-bank» (namee mo Tekcty «/by») - 2JeKTpOHHOE CPEACTBO ILIATEXkA,
MPEJCTABISIONIEEe TEXHOJOTHYECKH 000COOJICHHBI pecypc HH(POPMAIMOHHO-TEIEKOMMYHUKAIMOHHOM
cetu «MHtepHeT», Haxongmumiics B pacnopsokeHun AQO «YPAJIIIPOMBAHKY, saBastomuiics ero
WHTEIICKTYalIbHOM ~ COOCTBEHHOCTHIO, pa3MEIIEHHBII Ha CETeBOM  pecypce 1o  ajpecy
https://pay.uralprombank.ru., no3Bosstommii KinueHtam cocTaBisiTh, yJOCTOBEPSITh M TIEpe/iaBaTh
pacrlopsHKeHHsT B LENSIX OCYIIECTBJICHHS MepPeBOJia IEHEKHBIX CPEICTB B paMKaX MpPUMEHSEMbIX (opM
O€3HAJTMYHBIX PACUETOB.

«Komnpomerauusa Ub» - yrpata bankom wim Knuentom yBepeHHOCTH B TOM, uTOo b HE MoxkeTr
OBITh HCITOJIb30BAH TPETHUMU JIUIIAMH, B TOM YHUCJIC B ClIydac pas3rJallcHHs TPEThUM JIMIAM JIOTHHA U
naposisi, HeooxonuMebIx A Bxona B Ub.

«MoOuIbHBIN 0aHK» — MPUIOKCHHUE T MOOWIBHBIX TelIe(GOHOB, oOecreUnBaroniee JO0CTyN K



Ub mnocpeactBoM MoOuinbHON (OecnpoBoaHOM) cBs3u. «MoOunbHblii Oank» He sBisercs OCIL
«MoOHITEHBIN OAHK» SBISETCS ATbTCPHATUBHBIM CIIOCOOOM ¢ COOCTBEHHBIM rpaduueckuM uHTepdeiicom
noJsib3oBarens, no3poistonum Knuenty Bocnonb3oBatbes Ub. [lopsinoxk Ayrentuduxannu Kinvenrta B
«MoOwibHOM OaHke» uneHTHueH AyteHtudukanuu B 1B.

«Odpuunanbublii caiit bBanka» — www.uralprombank.ru

«JJIeKTPOHHOE pacnopsixenne» (manee IP) — pacnopsokenne KnmeHrta o mepeBojie JEHEKHBIX
CPEICTB, MepefJaHHOe B JJIEKTPOHHOU ¢opMme uepe3 cuctemy «MHTepHeT-baHk», MOATBEp)AEHHOE B
YCTaHOBIIEHHOM HOPSI/IKE 3JIEKTPOHHOM moanuchio KimenTa, sBisionieecss OCHOBAaHHEM ISl COBEPILICHUS
bankoM oneparuii o nepeBoay ACHEKHBIX CPEJCTB.

«IlonTBepxkaenue  OnekTpoHHoro PacnopsbkeHus»» —  ynoctoBepeHue npaBa Kiumenta
pacmopskaTbes JACHEKHBIMH CPEICTBAMU IPU MPUEME K HCHOIHEHHUIO 3JIEKTPOHHOTO PaCIOPSKEHUS,
MEepeJaHHoro C Hcnoyib3oBaHueM cuctembl «MuTepHeT-bank», ocymectBisiercs bankoM mocpeacTBom
MPOBEPKU  3JEKTPOHHOM monanmucu KiueHTta, mo3BoJsIONIEe MOATBEPAUTH, UYTO DIIEKTPOHHOE
pacriopsbkeHne cocTaBiieHo KireHToM.

«Perucrpauus JiieKTpoHHBbIX PacnopsikeHui» — aBTOMaTHYeCKOE BHECEHUE CBEACHHUM O
nony4yennn bankom OP Kimenra, ¢ yka3aHnem JaThl MOCTYIUICHHS PACTIOPSDKEHHSI, PETUCTPALIHS BEIETCS
B ABC banka B 2JIeKTpOHHOM BHUJIE C BO3MOXHOCTBIO PAacleyaTKH KyPHAJIOB PErUCTPAIUH 110 3aMpoCy.

«CpezncTBa TOINTBEPKACHUS» — HOCHUTENh HH(DOpPMAIUK, MPOrpaMMHOE OOECleYeHHne W HHBIC
cpencTBa, cogepxaiue 3Hadenus Kmroueit D11

«Tapugb — BUIBI U pa3Mepbl CTABOK KOMHUCCHOHHOTO BO3HATPaKICHHUS, B3UMaeMbIX bankoM 3a
MpeloCcTaBlieHne OAHKOBCKUX YCIIYT, B TOM YHCIIE 32 MCIIOIb30BAHKE SJICKTPOHHBIX CPEJCTB IUIaTeXa mpu
OCYIIECTBIICHUH MEPEBOIOB ICHEKHBIX CPEJICTB.

«lleHTp MoA/EP:KKH KJIMEHTOBY» — Mojapasaenenue banka, ocyiiecTBisonee KOHCYIbTUPOBAHUE
u oOciyxuBaHue KiMeHTOB ¢ UCIoNb30BaHUEM TENEPOHOB, PaKCOB, JIEKTPOHHOM MMOYTHI.

«Iadaon IP» — xpansmascsa B b undpopManus, o peKBU3UTax IUIaTekKa, HEOOXOoaUMas IS
OCYILIECTBJICHUS IEPEBOA AECHEKHBIX CPEIICTB.
«OnextpoHHas mnoanuchk» (manee OII) - wuHPOpManus B IJICKTPOHHOW QopMme, KoTopas

npucoenuHeHa k OP u wucnonb3yercs g ompeaenieHds Juna, noanuceiBaromiero OP. B Ub
UCIIOJB3YETCS MPOCTas 3JIEKTPOHHAS OAIHUCH.

OP, noanucannoe npoctoit 1, mpu3HAETCs ANMEKTPOHHBIM JIOKYMEHTOM, PAaBHO3HAYHBIM PACHOPSIKEHUIO
Ha OyMa)XKHOM HOCUTENe, TMOJMHUCAHHOMY COOCTBEHHOPYYHOW TMOMMUCHI0 MPH OJHOBPEMEHHOM
COOJTIOJICHUH CIIEAYIOUINX YCIOBUIA:

- OII co3nmana B mepuo Cpoka JeHCTBUS 10roBopa OaHKOBCKOTO cueTa Knnenra;

- MOJUTMHHOCTH DI B 37IEKTPOHHOM PacHOpsKEHUH,

- OII ucnonp3yeTcst B COOTBETCTBUU € yCI0BHsIMH JloroBopa JUCTaHIIMOHHOTO OOCITYXKUBAaHUSI KIHMEHTOB
- (usmueckux mmn, a umenHo: OP Kimenra moareepkaeHo npumeHenuneMm Kimroua OI1 Kimenta,
seisonterocd OI1 Kinenra..

«JIeKTPOHHOE cpeAcTBO miaarexa» (naiee - DCII) - cpeacTBo u (Mau) crnocoO, MO3BOJISIOIINE
KineHnty cocTaBisiTh, yIOCTOBEpATh U IMEpPENaBaTh PACIOPSHKEHUS B LIENAX OCYLIECTBIEHHUS MEPEeBOJa
JICHSXKHBIX CPEACTB B paMKax MNPUMCHICMBIX (OpM OE3HAIMYHBIX pPACYCTOB C HCIOJIH30BAHUEM
MH(OPMaIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUH, JJIEKTPOHHBIX HOCHTeNed uHpopmanuu, B TOM
YHUCJIE TUIATeXKHBIX KapT, a TAK)KE UHBIX TEXHUYECKUX YCTPOMCTB.

2. O0uIme moJoKeHus

2.1. Hacrossmme IlpaBuna  uCHONB30BaHUSI — BJIEKTPOHHOTO  CpeACTBA  IUIaTeXa -  CHUCTEMBI
«Unrepuer-bank» (nanee «llpaBuna») onpenensoT TMOPSIOK, YCIOBUS NPENOCTABICHUS U
ucnosb3zoBanuss JICII - cucrema «Unrepner-bank». Hacrosgmume mpaBwia  SBISIIOTCS

o0s3aTenbHBIMU 17151 Bcex KimeHToB Oanka, 3akimounBmmx ¢ 6ankom Jlorosop. Hactosmue npasuiia
pa3MenieHsl Ha oduiuansHoM caiite banka B cetm uHTepHeT www.uralprombank.ru u Ha
MH(POPMALMOHHBIX CTEHAAX, HaXoAsmuxcs B opucax banka.

2.2.3akmouuB ¢ bankom [loroop, Knuent, B coorBerctBumM co cT. 428 'K P® npucoenunsercsa k
HactosmuM llpaBuiaM, MONMHOCTBIO NMPHHUMAECT HMX YCIOBHS M 00S3yeTCs HEYKOCHHTEIBHO HX
co0roath, a Takke coomonars IlpaBuiia 6e3onacHoro ucnoiab3zopanusi Ub (Ilpunoxenune Ne 1
HactosamuM IlpaBunam) u IlpaBuia 3ammMTbhl KOH(UAEHUHMAJBbHOW HHGOpPMAUMH B CeTH
HNurepuer Ipunoxxenue Ne 2 k Hacrosmmm [IpaBunam). AnnapatHoe U mporpaMMHoOe oOecriedeHue


http://www.uralprombank.ru/
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Kmuenra mns ¢ynkunonupoBanuss b nomkHBI cOOTBETCTBOBaTH TPeOOBAaHUAM, HMPUBEIEHHBIM B
[Tpunoxxennu Ne 3 x Hactosmum [IpaBunam.

baHk BHnpaBe B OZHOCTOPOHHEM INIOpSAAKE WM3MEHUTHh HacTosmue [IpaBuna ¢ mpeaBapuUTeIbHBIM
yBegomieHueM o0 3tom Kimenta He mnosgHee 10 KaleHOapHbIX JHEH 110 JaTbl BCTYIUICHHUS
M3MEHEHHMH B CHIly, IIyTEM UX Pa3MELIeHHs Ha MHPOPMALMOHHBIX CTEHJaX, HAXOAIUXcA B opucax
banka, Ha opunmansHOM caiite banka B cetn MHTepHeT: www.uralprombank.ru u/vunm 371€KTpOHHBIM
JOKyMEeHTOM cBoOosiHOTrO (hopmaTa B Ub.

B ciydae Hecornmacus ¢ M3MEHEHMSMHU WM JOINOJHEHUSAMHU, BHECEHHBIMU B Hacroswmue IIpasuia,
KimenT nMeer npaBo 10 BCTYIUIEHUS B CHILy TaKMX U3MEHEHHUH WM JOINOJIHEHUN B OHOCTOPOHHEM
HOpsAKE OTKa3aTbesl OT UcHoiHeHus JloroBopa (pacToprHyTh A0roBop). B ciydae HemomyueHus
baHkOoM [0 BCTyIUIeHMsT B CHJy M3MEHEHHBIX WIHM JONOJHEHHbIX [IpaBun mnHcbMEHHOTO
yBegomiieHuss or Knmenrta o pacropxkenuun JloroBopa, baHk cumTaer 3TO BBIpAKEHUEM COIVIACHS
Kinuenta ¢ namenenneM Hactoamux [Ipasuir.

3. YciaoBus ucnoan3zosanusa Ub

bank oxa3piBaeT KnumeHTaM yciiyru mo MNepeBOAYy JACHEKHBIX CPEICTB € Hcmnoib3oBanuem Wb B
paMKax TpUMEHSEMBIX (OopM OE3HATMYHBIX pacueTOB B COOTBETCTBHH C TpeOOBaHUAMHU
JEHCTBYIOLIETO 3aKOHOIATEIbCTBRA.

Hns okazanusa yciyr Wb wmexny bankom u Knmentom 3akmiouaercst JloroBop. 3akirodeHue
JloroBopa BO3MO>KHO IPY HAJIMYUU AeCTBYroUIero Mexxay bankom u KiimeHToM q0oroBopa TeKyuero
0aHKOBCKOTO c4eTa, K Koropomy odopmiieHa Kapra.

Cucrema b nozBonsier Kiimenram cocTaBisTh, yIOCTOBEpATh U mepenaBaTh B bank OP B memsx
OCYILIECTBJICHUSI TIEPEBOJAA JIEHEXKHBIX CpPEACTB B paMKaX IPUMEHSIEMbIX (OpM Oe3HAIUYHBIX
pacuetoB. IlepeBonbl N€HEXHBIX CpENCTB C HcHoJb30BaHMEM Wb ocymiecTBistoTCs 3a CYeT
JIEeHEXHBIX cpeacTB KimenTta, Haxoasmuxcs Ha ero 0aHKOBCKOM CYETe.

OcyiiecTBieHNE NEPEBOJOB ACHEXKHBIX CPEJICTB C UCNOIb30BaHHEM b BO3MOXKHO 1O BCEM cueTam
KnuenTa, otkpeiTeiM B baHke, a Taxke mo Tem, Kotopble OyayT oTkpbIThl Kiunentom B banke B
OynyiieM (B COOTBETCTBUH C PEKHUMOM padOTHI CUCTOB).

3axmouenneM Jlorosopa Knument mpusnaet, yro ucnonsdyemsle B b cpencrtBa ayreHTHHUKaIMN
Kinenra u noaTrBepkaeHUs 3JEKTPOHHBIX PACIOPSKEHUN AOCTATOUHBI JUIsl YAOCTOBEPEHHUs IpaBa
pacnopspKeHUsl IEHEKHBIMU CPEACTBAMHU IIPU pueMe K ucnojHeHuto JP.

OP, noanucannsie D11 Knuenra, paBHO3HAYHBI COOTBETCTBYIOIIUM PACIOPSIKEHUSIM Ha OyMaskHOM
HOCHUTEIIE, MOANUCAaHHBIM KiTMeHTOM COOCTBEHHOPYYHOH MOIIHUCHIO0, 00Ia1al0T I0PUINIECKON CUITON
U MOATBEPKJAIOT HAJIMYME MPABOBBIX OCHOBAHUW Uil NMEPEUMCIICHUS JIEHEKHBIX CpeACcTB. DP, He
yaoctoBepeHnbie OIl HEe HMEIOT MOPUAMYECKOW CHIIbl, baHKOM HE paccMaTpuBarOTCI W HE
HCIIOJHSIOTCA.

B xauectBe enmnHoili mikansl BpeMenu npu padore ¢ b npusnaercs YensOuHcKkoe MOSICHOE BpeMs.
KoHTposibHBIM sIBIIIETCS BpeMsi CUCTEMHBIX yacoB cepeepa Ub.

OP, co3gannsie B Wb, mogmucanubie DI Knmenrta, sSBASIOTCS J0KA3aTeIbCTBOM NP PEIICHUU
cnopHbIX BompocoB. OP, He nmoamucannsie DIl KimeHTa, nmpu Haau4yuu CHOPHBIX BOIIPOCOB, HE
SIBJISIIOTCS JOKA3aTeIbCTBOM.

KnueHnt camoctosiTebHO o0OecreynBaeT HalWMuue HEOOXOAMMBIX M JOCTAaTOYHBIX alMapaTHBIX,
CHUCTEMHBIX, CETEBBIX M TEJICKOMMYHHUKAIIMOHHBIX CPEACTB JIJIs opranusanuu padotst Ub.

3.10. KnnenT o6s13aH o TpeboBanuio banka npepocTaBisTh JOKYMEHTHI O ce0€ U MPOBOJMUMBIX 110 CUETY

4.1.

orepalusax B COOTBETCTBUU C JIEHCTBYIOIIUM 3aKOHOJATEIIECTBOM.
4. IlpaBuia onpeaeseHus JuLa, noanucasuero JP, mo ero npocroii 3 1eKTPOHHON MOANMUCH.

[Tpu Bxone Knuenta B b, bank npoussoaut ayrentudukannto KinueHra, mocpeicTBoM MpoBepKH
IIPAaBWJIBHOCTH JIOTMHA U napois Kinuenra, copepkaiiux KOMOMHAMK CUMBOJIOB, BBEJIEHHBIX UM B
COOTBETCTBYIOIYIO (hopmy mipu Bxoze B cucreMy «HTepHer-bank». JIoruH 1 mapois coodImatoTes
bankoMm Kinmenty B [IMH-konBepre, BeigaBaeMoM Kimenry, npu nonyyennu Kaprtel B banke.

B cnyuae OesneiictBus Kinenta B Wb Gonmee 15 MuHyT mocne ycmemHoil ayTeHTH(DHUKAIIIU
coequHEeHUE ¢ cepBepoMm Oymer pasopBaHo. Ot KimeHta mnoTpeOyeTcss MOBTOPHO MPOWUTH
npoueaypy ayrentupukanuu B Ub.


http://www.uralprombank.ru/
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[Ipu nonyuenun OP, cocraBnennoro B Mb, bank ynocrosepsiercsa B npase KiineHta pacnopsikaTbest
JEHE)KHBIMH ~ CPEJICTBAMH  IIOCPEACTBOM  IPOBEPKH  3JIEKTpOHHON  moxamucu  Kiumenra,
npucoenHEHHOW K OP. IlonoxkuTenbHbId pe3ynbTaT MPOBEPKU MPABUIBHOCTU pa3zoBoro Kiroua
DI, BBegenHoro KnueHntom, sIBASICTCS SIEKTPOHHON MOANMKUCHIO KIIMEHTA U TOATBEpKaeHuEeM DP.
PazoBbie kmoun OII cooOmiatorcss bankom Knmenty mocpeactBom CpenacTBa MOATBEPKICHUS.
Kinentam noctynusl cienyronie CpeacTBa HOATBEPKICHUS:

1) Tabiuia pa3oBbIX KIHOUYEH,

2) mporpamma «UPBkeyGeny» 11t MOOMIIBHBIX TIaTdopm,

3) reneparop oaHopa3oBbsix maponeit eToken PASS,

4) cucremHble cpeacTBa Omomerpuueckoil Bepuduxanmm miaarpopm iOS wu  Android, mpwm
UCIOJIb30BaHUU MPUIIOKEHUS «MOOUIBHBINA OAHKY,

5) noctostaabIN PIN nipu ucnonb3oBanuu npuioxeHus: «MoOUIbHBIN 0aHK

6) push-yBegomeHusl.

CpencTBo MOATBEPKIEHUS CUMTAETCS JCHCTBUTENBHBIM B MOMEHT €r0 HCIIOJIb30BAHUS, €CIIH
OJIHOBPEMEHHO BBIIIOJIHEHBI CJIEIYIOLINE YCIOBHUS:

» Mexk 1y bankom u Kimnenrom 3akitouen /Jorosop;

* Kinuent camocrtositenbHO  BbIOpan/moakitounn  CpeAcTBO MOATBEPXKIEHUS B HACTPOMKax
«Cucremsl «MIHTEepHET-baHK»;

* cpok aeiictBusi CpeacTBa MOATBEPKICHUS HE UCTEK;

* CPEIICTBO MOATBEPKIeHUs HEe Obu10 oTMeHeHOo KinenTom unu bankowm;

» KimeHr npoien ayTeHTu(UKaIMio MOCPEICTBOM JIOTHHA U mapodis ipu Bxoje B Ub.

Tabdauua pa3oBbIxX KJawovel nepepaercs Knuenty npu nuunom oOpamennn Kinuenra B balk,
IpU IpPEeIbsBICHUM JOKYMEHTa, yIocToBepstouero JuyHocte Knuenra. Pa3oBeie kmtoun OII B
TaOJIMIIe TOKPBITH 3aIIUTHBIM CJIOEM, JeNalollMM HEBO3MOXKHBIM JIOCTYN TPEThbUX JHI U
pabotHuKOB baHka k nH(pOpManuu 0 3HAYCHHUSIX Pa3oBbIX Kiatoder DI1. [Ipu ncnob30BaHuN KITF0Ya
3alMTHBIN CJION yOUpaeTcs, 3HaUeHHE KIII0Ya CTAHOBUTCS HOCTYNHbIM KineHty.

B pacnopsokennn KimeHTa MOXET HaxXOIUTHCS OJHOBPEMEHHO HECKOJBKO Talmuir pa3oBbBIX
KJIFOUEH, U3 KOTOPBIX B JTAHHBIA MOMEHT JECUCTBYIOIICH fABIISIETCS TOJBKO OAHA. B aeiicTByromieit
Tabnuiie pa3oBbIX KIHOYEH OAMH M TOJBKO OJMH Pa3oBblid Kinrou DIl sBseTcs TEKymUM B JaHHBIHA
MOMEHT BPEMEHMU.

[Ipu 3anpoce noaTBepxaeHUs 3HaueHus kinoda B b bank coobmiaer KineHnTy nopsiikoBbiii HOMep
tekyumero paszooro Kimroua OII B Haxondmielica B pacnopspbkeHun Kiuenrta aeicTByromieit
Tabnuubl pa3oBBIX KIIOUEH W TPOBEPSET MPAaBHIBHOCTH pa3oBoro kimoya I, coobmeHHOTro
KinuenroMm. IlonoxutenbHbli pe3yabTaT MPOBEPKH IpaBWIbHOCTU pa3oBoro Kirowa Oll,
coob1eHHoro Knnenrom, ABiseTcs 3JIEKTPOHHOM MOJIUCHIO KJIMEHTA U IOATBEp)KAeHHEM OP.
Tabnuma pa3oBbIX KIIIOYEH cyuTaeTcs JCHCTBYIOLIEH C MOMEHTa IEePBOTO HCIOJIb30BAHUS
Kinentom moboro pasosoro Kiroua u3 TaOnuisl pa3oBbIX KItOU€H W O HMCIOJIb30BaHUS BCEX
pa3oBBIX Kitouel nanHoi TaGmuibl pa3oBbix kimrouel nubo nmonayn Knuentom B bank 3asBieHus
00 otmene aeiicTBust TaOMuUIBl pa30BIX KITFOUEH.

KnueHT MOXeT mpeKpaTuTh HUCHONIb30BaHUE JAelcTBytomieil TabGmuubl pa3oBBIX — KIIOYEH,
HAXOJMAIICHCS B €r0 paclopsDKEHUH, IyTeM IMoJavyd B BaHK MHUCBMEHHOTO 3asiBIEHHS 00 OTMEHE
nerictBus TaOauIbl pa30BBIX KITIOUEH.

Knuent BmpaBe ycTaHOBHUTh Ha CBOW MOOWJIBHBIN TenedOH MpOrpaMMy TeHEpalud KIIoYeH
(maponeit) «UPBkeyGeny» nubo mnpuobpectu B oTAeleHHsIX baHka TeHepaTop OJHOPA30BBIX
naponeii «eToken PASS». YcranoBka mporpammel «UPBkeyGen» it MOOMIIBHBIX yCTPOMCTB €
oneparmonHbiMi cuctemMamu 10S u Android ocymectBisercss U3 OQUIMAIBHBIX MarasuHOB
NPUIIOKEHUN TIPOU3BOAUTENEH TaHHBIX ONEPAIIUOHHBIX CUCTEM.

B banke npenocTaBisioT moApoOHYI0 MHCTPYKILHIO MO YCTAHOBKE M HCIIOJIB30BAHHUIO YKa3aHHOTO
NpWwiIoKeHus, Moo mpuodperenHoro B banke mo BeIOOpy Kimenra reneparopa OJHOPa3OBBIX
naposeii «eToken PASSy» B nienax ycneurHoi renepaiuy naposieid u ux ucrnoib3oBanus Kiventom
CaMOCTOSITEJILHO.

bank ocraBnser 3a coboii mpaBo 6e3 mpenymnpexacHus KIHMEHTOB BHOCUTh HU3MEHEHHUS B
npuwioxenne «UPBkeyGeny, my0iauKoBaTh adbTepHATUBHBIC PENW3bl MPHUIOKEHHS B Mara3mHax
npunoxkeHud Apple w/mnu Google, n100 cHUMaTh TpPUIIOKEHUE C MYyONUKALMM B JaHHBIX
MarasuHax.
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VYcranoska npunoxenusi «UPBkeyGen» crnoco6oM, HECOOTBETCTBYIOIIMM YKa3aHHBIM BhIIIE (HE
TOJIbKO, HO M B YAaCTHOCTH M3 HEO(PHIIMAIBHBIX MarasMHOB MPUIOKEHHUH, ITyTeM HPSIMON Tepeaadn
no 6ecripoBoaHbIM uHTEpPeiicam (Bluetooth, Wi-Fi u T.1.) ¢ ogHoro ycrpoiictBa Ha apyroe) Oyaer
npu3HaHa baHkoMm mpoTHBOpevamieil yciaoBusM oOchmyxuBaHus B pamkax JloroBopa. bank
OCTaBIIsieT 3a CO0OM MpaBO 3alMpEeTUTh MHCIOJNB30BAHUE YCTAHOBICHHOTO JaHHBIM CIIOCOOOM
npunoxenus: «UPBkeyGen» B kauectBe CpenctBa noarsepxxaeHus B 1b.

[Tpu 3anpoce moarBepxaeHUs 3HaueHUs Kiatoda B b KireHt BBOAUT 3HaueHUE pa3oBOTrO KIHOYa
OIl mosyyeHHOTO € HCIONb30BaHHEeM BbIOpaHHOTO Kimmentom CpenctBa moxarBepkaeHus, baHk
MPOBEPSIET MPABUIBHOCTH PAa30BOro Kitoua, coodmieHHoro Kiuentom. [lonoxutensHelil pe3yabTaT
IPOBEPKU MNpaBWIBHOCTH pa3zoBoro Kiroua, coobmeHHoro KimeHToM, sBisIeTcs 31€KTPOHHOU
MOJIMKUCKIO KIIMEHTA U MOoATBepkIeHneM OP.

Kinent BnpaBe B 11000H MOMEHT Hcnonb3oBaThb Te CpelncTBa NOATBEPKICHHUS, KOTOPbIE OH
CaMOCTOSITENILHO BBIOPAJ/MOIKIIOUMI B HacTpoiikax «CucreMsl « HTepHET-baHky.

Mogens KOHTpOJs AocTyma, peanusyemas B Vb, ocHOBaHa Ha MCMOJBb30BAaHUM MapKepa JOCTyIa
(ID token). Ilpu ucnosp3oBaHuu NpuioKeHUs «MoOWIbHBIN OaHk» KiweHT BrpaBe BbIOpaTh B
HacTpoiikax Wb u wucnonp3oBare B mocienyromeM B KadecTBe CpelncTBa IMOATBEPKACHUS
CUCTEMHBbIE cpesicTBa Ouomerpuueckoi Bepudukanuu miaargopm iOS u/unu Android. Ilpu nonaye
Kimentom OP B baHk mNonoXUTENpHBIM pe3ynbTaT HpoBepku mpaBuwibHocTH ID token mnpu
OJIHOBPEMEHHOM YCIIEUTHOM MPOXOXKJIECHUN OroMeTpuueckoil Bepudukanuu miargopm i0OS u/umm
Android, sBiseTCS AMEKTPOHHOW MOANHKCHIO KIMEHTa W monaTBepxaeHueM OP. Bank s maHHBIX
OP npusnaet B kauectBe kitoua D11 Knuenta ID token.

[Ipn wcnonp3oBaHuM NpWIOKEeHUST «MOOWIBHBIA OaHK» M yCTaHOBJICHWH B HacTpoiikax Wb B
kauectBe CpeacTBa TOATBEPKICHUS CUCTEMHBIX CpPEICTB OHOMETpUYECKOi BepUpUKAIIN
wiarpopm 10S w/wm Android, kiaueHT 00s3aH ycTaHOBUTH TOCTOSHHBIA PIN. JlaHHBIHA
noctosiHHbId PIN mpu HCMONB30BaHUM KJIMEHTOM MNPUIOKEeHHUs «MOOWIbHBIH OaHK» MOXKET
UCIIOJIb30BaThCs B KauecTBe Cpe/IcTBA MOATBEPKACHUS U OBbITH 3alpOILEH:

- IPU HEYCIEIIHOM MPOX0XKACHUN OroMeTpuueckoil Bepudukamuu miaatdopm 10S w/mnu Android,

- KaKk camocTosTenbHoe CpecTBO MOATBEPHKACHHUS.

[Tocrosunbiii PIN, kak CpenctBo moaTBepskIeHMs, npusHaercs bankom B kadectBe kitoua Ol
Knnenra.

Knuent Bnpase BoiOpath B HacTpoiikax b ans npunoxenust «MoOUIbHBIN 0aHK» U UCIIONB30BATh
B rmocieaymomeM B kadectBe CpencTBa TOATBEpXKIEHHs push-yBemomieHus. 3HaueHHE
push-yBeomiieHHs TpU TOJOXKHUTEILHOM pe3yjbTaTe NpoBepkM baHKOM ero mnpaBUIBLHOCTH
npusHaetca bankom B kauectBe kitova D11 Knuenra.

Bbank MokeT caMOCTOATENbHO OmpeaensaTh Bua DP n/unm MakcuMaibHyto cymMmy OP, Ui KOTOpBIX
y Knuenra He Oyner 3anpaiinBarbes pa3oBblid IApOIb.

Ecniu uHOe He ycTaHoBleHO ycioBusiMH Hactosumx I[lpaBun w/wnm IlpaBuinamu Ge3omacHOro
UCTIONB30BaHus cucteMbl «MHTepHeT-bank» 06e3 BBOIa pa3oBOro mapoisi MOTYT OBITH WCIOJHEHBI
cienyromue IP:

1. Bxon B Ub n «MobunbHbIi 6aHk» (10 ymomdaHuto Uit HOBbIX Knumenrto). s Knuentos, y
KOTOpBIX B HacTpoiikax Ub ycraHoBieHo TpeOoBaHHEe BBOAA Pa3OBOr0 KIIOYa, €ro 3ampoc Mpu
Bxoze B b coxpansiercs.

2. mepeBoJ MeXIy cBouMu cuetamu Kimenra, oTKpbIThiMU B baHke.

3. KOHBepTalus BaTOT MeXay cuetamu Kinenra, oTkpbiThiMu B banke.

4. ynpaBieHue XoaaamMu (Ipou3BoJIbHOE OJIOKMpOBaHKE CpeIcTB Ha cuere Kinenra).

5. OP u3 paznena [N'ocmiarexu.

6. BKJIAIbI: OTKPBITH / TIONIOJTHUTb.

Hactpoiiku CBII.

7. onnata MmoOunbHOU Bsizu A0 500,00 pyO. B 1eHb HAa BCEX POCCUHCKUX ONEpaTOpoB cBsi3u. CBepx
500,00 py6. B 1eHb - 3apoC Pa30BOr0 KITOYA.

8. nactporiku Ub.

bank mist nanabix OP/neticTBuil nmpusHaeT B kavecTse kirova DI Kiuenra ID token.

5. Ucnoan3zoBanune Kogxosoro ciosa.

KO,Z[OBOG CJIOBO yCTaHaBJIMBACTCA Knanentom n COO6H.IEI€TC$I EaHKy IIPpH 3aKIIIOUYCHHUUN HOFOBOpa.
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KonoBoe cnoBo ykaseiBaercss B Akuenre Kimenrta Ha mnpemioskeHue o 3akiroueHuu Jlorosopa.
Hanee ucnone3oBanue Knuenrom KonoBoro cioBa ocyniecTBiIseTCs:

B CJIy4ae JMYHOro oOpamieHus B oduc banka - B ycTHOM opme;

B CclTydyae JjocTymna yepe3 LIeHTp moaaep KK KITMeHTOB - 10 TeneoHy B yCTHOH (hopMe;

KonoBoe ciioBo ycTaHaBIuBaeTcs TOJIBKO MIPH yCIOBUU 00s3aTeNbHON uaeHTHGukanun Kinuenra.

B ciyuyae HeoOxonumoctu 3amenbl KojoBoro ciioBa, B TOM umuciie npu ero yrpare, KinueHt moxer
o0paTuThCs ¢ 3asiBI€HUEM 0 3aMeHe B ouc banka unu Llentp nopnepxku kiaueHroB banka.
3amena KogoBoro cioBa npou3BOIUTCS IPH yCIOBUU 00s13aTeNbHON HaeHTHGuKannn Kirenra.
bank 00s13yeTcss NpUHATH Bce HEOOXOAMMbIE MEPhl OPraHU3aLMOHHOIO U TEXHUUYECKOIO XapakTepa
Ui oOecriedyeHus: HEBO3MOXKHOCTH JIOCTyNa TpeThuX Jul K uHpopmammu o KomoBom ciose,
HaxoJsllelcs B pacnopsbkeHnH banka.

6. Ucnoan3oBanue Illladaonos DP.

g cocraBnenus OP B b KnueHT BIpaBe KCIOJIb30BaTh COOTBETCTBYIOIIMN JTAHHOM orepanuu
111a610H, co3ganubli B Ub.

[Tab0HBI TOIPA3AEISIOTCS Ha IBE KATETOPHH:

[labnonbl 0OIIEr0 TOJB30BAaHWSA, JOCTYNHBIE JUIA HCIOJNB30BaHUS BceMu KumeHTtamu,
coJiepKallle PEKBU3UTHI MEPEBOAOB, YacTo Hcmoib3yeMbix Kimnentamu banka (oruiaty ycmyr
MOOWIJIBHBIX ONIEpaTOPOB, HAJIOTH, IITPadbI U Ap.) U

nepcoHasbHble [11aGioHbl, co3maHHble U omperesieHHOoro KiumeHTa, coiepxaiiue peKBU3UTHI
IIEPEBO/ia, UCII0JIb3YEMBIE TOJIBKO JaHHBIM KitmeHTOM.

Kaxnprit [1la6mon DP ob61mero moinp30BaHus XapaKTepU3yeTcs HAOOPOM PEKBU3UTOB, BKIFOYAIOIIIM
HOCTOsIHHBIE, XpaHsmuecs B 11labaoHe, peKBU3UTHI, U MEpEMEHHbIE PEKBU3UTHI, KoTopble KimeHt
3anonHseT camoctosTenbHo. [lepconansubie 1labmons! co3matorcss KiimeHTOM caMOCTOSATENBHO U
coxpansitorcsa B Ub.

[IabmoHBI 00IIETO MOJIB30BaHUs CO37a0Tcd BaHKOM B OJHOCTOPOHHEM MOPSIKE M MOTYT OBITH
U3MEHEHbI WIM OTMEHEHbI 6e3 cornacoBanus ¢ Knuenrom. O0 usmenenun wim ormexe llabaonos
oOuiero nosib3oBanus bank uzsemaer Knuenra B Ub.

Co3naBasg unu u3MeHsss nepcoHaibHblil [llabnon OP, Kiment nopydaer banky mnpousBectu
NIepEeBOJI ACHEKHBIX CPEJCTB 10 PEKBU3UTAM, YKa3aHHBIM B 1madione DP, u caMoCTOsATebHO HEceT
OTBETCTBEHHOCTb 3 X IIPABUIIBHOCTb.

bank BmpaBe camoctosiTensHO ycraHaBnuBath B lllaGmonax Wb pasnuuHble TUMHTBI Ha CyMMBI
nepeBoJIoB JieHekHbIX cpeactB mno Cuery (B pybmsx Poccuiickoit ®enepanuu n1mubo B
DKBUBAJICHTHOW CyMM€ B MHOCTPAaHHOM BalroTe mo Kypcy banka Poccum Ha neHp npoBeneHHs
nepeBoJia JICHEXKHBIX CpEeACTB). B ciydae ycraHoBieHUs JMMUTa HMHGPOpPMALUs TOBOAUTCA 10
Krnuenra B Buzie nH(pOpMamoHHOTO 3IeKTpoHHOTO coodmenus B [llabnone UB.

bank BnpaBe oTkazate B odopmieHun nepcoHanbHoro IlllabioHa uiaM 3ampeTuTh UCHOIb30BAHUE
panee odopmiennoro nepconanbHoro IllaGmona, ecnmu npexycmorpennsie [1ladimoHoM omeparun
IIPOTUBOpEYAT 3aKoHoJaTesnbeTBY Poccuiickoi ®denepanuu, HOpMaTUBHBIM akTaMm banka Poccumn
wiM HactosieMy JloroBopy. OtmMena bankoM ucnosnb3oBaHus nepcoHaibHoro IllaGiona Bieuyet
IIPEKPALCHUE HCIIOJIB30BAHUS OCHOBAHHBIX Ha HEM JIIUTENBHBIX IIOpYYEHUH Ha IEpPEBOJ
JICHeXKHBIX CpeAcTB. KIMEHT omoBemaercsi o 3amnpeieHiny UCTOIb30BaHusl paHee 0(hOpMICHHOTO
nepcoHaibHoro [llabnona

7. YciioBus 0CyLIECTBJICHHS NEPEBOA0B ICHEKHBIX CPeACTB ¢ ucnojab3oBannem Ub.

[lepeBoabl ACHEXKHBIX CPEACTB C Hcnoib3oBaHueM Wb ocymecTBisitorcs Ha OCHOBaHMM OP
Knuenra B monw3y Ilomyuareneit nenexxubix cpencts. DP Kinenra Ha nepeBoj JeHEKHBIX CPEICTB
dbopmupyertcs, yaocroBepsercs u nepefaercs B bank Kiuentom ¢ ucnons3opannem Ub.

bank ocymecTBiser kpyriocyrounbiii npuem OP, mepenaBaembix 1mo Mb. Ilpu HEBO3MOXHOCTH
nepenaun pacrnopsbkeHuid B baHk ¢ ucnonws3zoBanuem Wb, pacnopspkeHHss MOTYT MOCTYNHTh OT
KimenTa Ha OyMaXxHOM HOCHTEIIE, IIPU 3TOM OIljIaTa 3a ucnoyibzoBanue b He B3umaercs.
Pacnopsixenus KnneHTOB O mepeBoje AEHEXKHBIX CPeAcTB, cocraBiieHHble B Wb, mepeparorcs,
MPUHUMAIOTCS K UCTIOJIHEHUIO, HCIIOJIHSIOTCS U XPAHATCS B JJIEKTPOHHOM BHJE.

IIpu Bxone Kmmenta B Wb, bank mpousBoaut ayrentudukanuio Kiouenra, npu moaydenuun OP,
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cocraBineHHoro B b, bank ynoctoBepsercs B mpaBe KiimeHTa pacnopspkarbCsi JE€HEKHBIMHU
cpenctBamu nocpeactsom noarsepxkaeHue P DI Knuenra.

KineHT mmeeT mpaBo OCYyHIECTBIATh NEPEBOJ ACHEXHBIX cpeacTB B Wb B mpenenax JuMuUTOB,
ycTaHOBNIEHHBIX bankom. WHpopmanus o HaduuyuM yCTaHOBIECHHBIX baHKOM IIMMHUTOB Ha
COBEpIIIeHHE TepeBoa NEHEXKHBIX CpelcTB pa3memiaetcs B Tapudax banka. K OP, nmonanueiM
Kimnenramu B Mb npuUMEHSAIOTCS JMMHTBHI, yCTAaHOBJICHHBbIE baHKOM, ACHCTBYrOLIME HA AaTy
dopmupoBanus OP B Ub.

B uensx npoTHBOJAEHCTBUS OCYILECTBIEHHUIO IEPEBOJOB JECHEXKHBIX CpPEICTB 0€3 coriacus
Kimenra bank, Ha ocHOBaHuM 3asdBieHMM KiueHTa ycTaHaBiIMBaeT B OTHOLIEHUM OIIEPALIUM,
OCYLIECTBIISIEMBbIX C Hcnonb3oBanueM Wb, orpannyenus Ha ocyiectBieHue onepauuii Knuenrom
a1M00 OrpaHUYEHMS] MAKCUMAaJIbHOM CyMMBbl OJHOM orepauuu U (WIK) onepaunuil 3a onpeaerIeHHbII
nepuos BpemeHu. OrpaHUyYeHUs MO ONepalnusM MOTYT ObITh YCTAaHOBJIEHBI KaK Ha BCE OIEpaluu
Kinmenra, Tak m B paspe3e BUIOB ONEpalMi, B IpeAenax JHUMHUTOB, YCTAaHOBJIEHHBIX baHKOM,
pasmemeHHbIX B Tapudax banka.

OP Kimenrta Ha nepeBo/I IEHEKHBIX CPEACTB JIOHKHO COAECPKATh HEOOXOAUMBIE JUIsl IPUMEHIEMOM
dbopMbI O€3HATMYHBIX PAcueTOB PEKBHU3UTHI mepeBojaa. [Ipu momyuenuun pacnopsbxeHus Kimenra
Bank ocymiecTBisieT €ro TpPOBEPKY B COOTBETCTBHHM C TpPEOOBAaHUSMH JICHCTBYIOLIETO
3aKOHO/IaTENIbCTBA U HOPMATUBHBIX akTOB banka Poccum, B ciiyyae MOJOKHUTEIBHOIO pe3yJbTara
IIPOBEPKHU IPUHUMAET PACHOPSHKEHUE K UCIIOJTHEHUIO.

[lepeBox eHEKHBIX CPEACTB OCYIECTBISETCS B CPOK, MPEAYCMOTPEHHBIH 3aKOHOM, HO He OoJee
Tpex pabouMx JHEH , HauuHas CcO JIHS CIMCAaHMs JACHEKHBIX cpeacTB co cuera Knmenra. Ilocie
CIIMCaHMUs IEHEKHBIX CPEACTB co cueTa KnueHnta nepeBoj OT3bIBY HE MOJJICHKHUT.

bank 00s3an mpu mpueme k wucrnonHeHuto OP Kimenra ymoctoBeputhest B mpaBe Kimenta
pacnopsKaTbCsa JICHE)KHBIMU  CPEACTBAMH, IIPOBEPUTHh PEKBU3UTHI MEPEBOAA, JAOCTATOUYHOCTH
JICHEKHBIX CpPEIACTB Ul HCIIOIHEHUs pacnopspkeHus KiMeHTa, a TakKe BBIIOJHUTH WHbBIE
IpoLeaypbl  NpuUeMa K  HCIOJIHEHUIO0  pacnopspbkeHud — KiiMeHToB,  mpeaycMoTpeHHbIe
3aKoHoAarenscTBOM Poccuiickoit denepanumn.

bank He npunumaer OP Knmenta k wucnonHeHuro, eciau npaBo KimeHta pacnopsixaThes
JICHeKHBIMH CPEJICTBAMU HE YJOCTOBEPEHO W/WMJIM €CIH PEKBU3UTHI MEPEBOJA HE COOTBETCTBYIOT
YCTaHOBJICHHBIM TpeOoBaHMAM, W HarpasiseT KiueHnty yBemomiieHne o0 3TOM He MO3/AHEE IHS,
CJIEYIOILErO 3a THEM ITOTy4eHUs pacnopsbkeHus Kimmenra.

JlocTaTOYHOCTh JEHEXKHBIX CPEACTB, HaxonAluxcs Ha cuere Knumenra, misg ucnonHeHus ero OP
ONpeAeIsIeTCd B MOPSJAKE, YCTAHOBICHHOM HOpPMAaTUBHbIMM aktamu banka Poccuun. Ilpu
HEJOCTAaTOYHOCTH JICHEXKHBIX CPEACTB, Haxoasmuxcs Ha cuere Knuenra, bank He nmpunumaer OP
KJIIMEHTAa K HCIIOJHEHUIO, €CIM HMHOE HE IPENyCMOTPEHO 3aKOHOAAreabCcTBoM Pd, moroBopom
0aHKOBCKOTO cueTa, U Hampasiser KiueHnty yBegomienue 00 3TOM He MO3/IHee JHsI, CIeIyIOIIero 3a
JTHEM TIOJIydeHMs pacnopsbkenus Kimmenra.

[Ipuem pacnopsoxkenuit KimeHTa K HCHOJHEHWIO W UCIOJHEHHE pacnopsbkenuit Knuenta B Ub
OCYLIECTBJSIFOTCS. B OJAMH  MOMEHT  BPEMEHH, 4YTO  IOATBEPXKAACTCS  IIEKTPOHHBIM
WH(GOPMAIIMOHHBIM COOOIIIEHUEM, BCIUIBIBAIOLIEM Ha JKpaHe Kommbiorepa «[lnarex ycmemrHo
COBEPILECH.

[Ipyn HecoBmageHUU BaIIOTHI TEKYLIErO cueTa C BaJIKOTOM pacyeToB BaHK KOHBEPTHPYET CyMMYy
ONE€pallMM M3 BAJIIOTHl pPacyeTOB B BaIOTy cuera. KoHBepcus OCyIIECTBIsE€TCA IO Kypcy,
yCTaHOBJIEHHOMY baHKOM, Ha naTy noctymsieHus banky noATBEpK AKX ONEPALUIO JOKYMEHTOB,
KOTOpasi MOKET HE COBNAnarh ¢ aHeM cosepuieHus Kimentom omepanuii. Ilpu sTtom 3a cuer
U3MEHEHHUsI KypCOB BalllOT (KPOCC-KypCOB) BO3MOXXKHO HM3MEHEHHE pa3Mepa CYMMBI JICHEKHBIX
CPEACTB, MOMISKAIINX CIHUCAHMIO C OAaHKOBCKOTO cuera KimeHTa Mo omeparnuu, COBEpIICHHOH B
BAJIIOTE, OTJIMYHOM OT BAJIOTHI TEKYLIEro cuera. Bo3HuKIIas BCIEeICTBUE ITOTO 33JI0JKEHHOCTh 110
KypCOBOH pa3HUIIE HE MOXKET OBITh IPEIMETOM NpeTeH3un Kimenra.

bank wumeer mnpaBo oTka3aTh KiueHTy B COBEpIIEHMM MEPEBOJA JCHEXKHBIX CpPEICTB C
ucnonb3zoBanueM Wb B crenyromux ciryqasx:

BO3HUKHOBEHUSI TEXHUYECKUX HEUCHPABHOCTEM WM JPYrMX OOCTOSTEIBCTB, MPEHSATCTBYIOLIUX
ucnonb3oBanuio Ub;

IIpY HaJU4YMM OCHOBaHUM, yKa3aHHBIX B 11.3.cT.7 denepanbHoro 3akoHa Nell15-d3 ot 07.08.2001
«O MpoTUBOAEHCTBUM JIETaIU3aluu (OTMBIBAHUIO) JOXOJIOB, MOJTYYEHHBIX NPECTYNHBIM IYTEM U
(buHAHCHPOBAHUIO TEPPOPU3IMAY;
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OpU HApyIIEHUH TEXHUKU O(OPMIIEHUS DIEKTPOHHBIX PpACHOpPSIKEHUH U CPOKOB  HX
npenocrasiieHus B baHk;

IIPY HEIOCTATOYHOCTH JICHEXHBIX CPEICTB Ha cdyeTe KimeHTa /i coBEpIIeHUs IEPEBOIA U OILIATHI
yciyr baHka;

eciy, coBepiiaemass KiumeHTOM onepanuy MO NEPEeBOAY JEHEXKHBIX CpPEACTB IPOTUBOPEUUT
3akoHozarenscTBy PD, HopmaTuBHBIM akTaM banka Poccun wim pesxuMy UCIIONBb30BaHMs CUYETA.
Knuent o006s3an 3amomusate OP B Wb B coorBercTBHMM ¢ TpeOOBAaHUSMHU JECHCTBYIOLIETO
3akoHozarenscTBa P®. OTBETCTBEHHOCTh 3a HEHAUICKALIEE 3aIll0JHEHUE PACHOPSKEHUN
Boznaraercs Ha Knnenra.

KnueHT 00s3aH KOHTPOJIMPOBATH NPABHIIBHOCTh 3allOJIHEHHUs] PEKBU3UTOB ODP. OTBETCTBEHHOCTH 3a
HEeHa/JIeallee UCIOIHEHUE PaclopsDKEHNH 10 YKa3aHHbBIM PUYMHAM Bo3Jjlaraercs Ha Kiuenra.
OP Knuenra o mepeBojie JEHEXKHBIX CPEICTB, NEpeaHHOe ¢ Hucnosb3oBaHueM Wb, Moxer ObITh
oTto3BaHo KimneHToM Ha ocHOBaHMH 3asiBiieHUs KiueHTa (B 2JIEKTPOHHOM BUJE WM Ha OyMa)KHOM
HocuTene). 3asBICHUE COCTaBIseTCd B IPOMU3BOJIBHON (opMe ¢ YyKa3aHHEM pEKBU3HTOB,
HEOOXOJUMBIX JUIs OT3bIBA, BKJIIOYAas HOMEp, JaTy COCTaBJIEHUS, CyMMY JJIEKTPOHHOI'O
paclopsDKeHHs, TIIOIydaTelss CpeacTB. 3asBieHHE, nepenaHHoe B bank mnocpencrsom Wb,
ynoctoBepsitorcs Ol Knmenra. bank npou3BOAMT OT3bIB 3JIEKTPOHHOI'O PACHOPSIKEHUS IPH
YCIOBHM, YTO K MOMEHTY HoiydyeHus 3asBieHus Kimenta o6 or3biBe baHk He mnpoussen
NEPEYUCIIEHNE IEHEXKHBIX CpeACTB co cuera Knuenra.

Knuent Bnpase npenocraButh B bank /[nurenbHoe pacniopsKeHHE Ha MEPEBOJL IEHEXHBIX CPEICTB.
JlinrensHoe pacnopsbkeHue mnogaerca Kimentom B baHk B mHCbMEHHOM Buie 10 (opMme,
ycraHoBlIeHHOM bankowm, 1160 B Buae DiekTpoHHOro gokymeHTta uepe3 Vb u Berynmaer B cuity co
CJIEYIOIIEro KaJIeHAApHOT0 JIHS Iocie 1aThl peructpauuu PacropsxeHust.

IlepenaBas B bank J[lnutenbHoe pacnopsbkenue, KiumeHT nopywyaer baHKy oCyHiecTBIIATH
NEPUOANYECKHE MIEPEBOIOB JICHEKHBIX CPEICTB N0 OAHKOBCKOMY cueTy KimeHra B onpeneineHHyro
naty ¥ (WiIM) Nepuoi, NMpH HACTYIJICHUM ONPEACICHHBIX pacloOpsyKEHHEM YCIOBUH B CyMMe,
onpexaenseMoil KiuentoMm, a Ttaxxke npenocrasiseT banky npaBo cocTaBisTh oT uMeHH Kiuenta
pacropsbKeHus, HEOOXOJUMble Ul MEepeBOJa JEHEXHBIX CpeACTB. baHK HCIONHSAET JaHHOE
JliirenbHOe pacropsbkeHUe MpU JOCTATOYHOCTH JICHEXKHBIX CpPEICTB HAa OaHKOBCKOM CueTe
Kinuenra ¢ yueToM cpoka IeHCTBUS TAKOTO MOPYUYCHMUSL.

Kinent moxer ormeHuTh [lnuTenbHOE paclopsbDKEHHE Ha IEpPEeBOJI JEHEKHBIX CPEACTB IyTEM
nojgauu B baHK COOTBETCTBYIOLIETO 3asBJIECHUS B IMHCbMEHHOM BHUAE MO (OpMe, YCTaHOBJIEHHOM
bankom, mnu nyrem nepenaun coorercTBytouiero OP B Ub. Yka3anHoe 3asBieHue BCTyIaeT B
CHJLy CO CJIEIYIOIIEr0 KaJIEHAAPHOTO IHA IIOCIIE 1aThl OIY4YeHUs 3asBIcHHs baHkoM.

8. IlopsaioK NPUOCTAHOBJIECHUSA W MPEKPALIEHU S
ucnojan3opanusa Ub.

Knuent mmeer mpaBo B t000e BpeMsi OTKa3aThCsl OT Mcnoib3oBanus Wb myrem HampaBieHus B
baHk MuCcbMEHHOTO YBEIOMIICHUSI.

[TepeBoabI IEHEKHBIX CPEACTB C HCMOJb30BaHUEM Wb MoryT ObITH mpHOCTaHOBICHBI baHkOoM B
NOPSIIKE U CIy4yasX, KOTOPbIE AHAJIOTMYHBI MOPAIKY M CIydasM IPHOCTAHOBJICHUS ONEpaluil 1o
0aHKOBCKOMY CUETY, KOTOpPbIE IPEAYCMOTPEHBI 3aKOHOAATENLCTBOM PO.

UcnonwszoBanne Knuentom Wb MoxkerT ObITh MPUOCTAaHOBIEHO WM MpeKkpamieHo bankom Ha
OCHOBaHHUU MosiydeHHOro ot KimeHTta yBepomiieHus, B TOM 4uciie, B ciydae komnpomerauus Ol
Knuenta, CpeAcTB moATBEepKICHUS W/WIKM JIOTHHA, mapois KiuneHnrta, ucrnoiab3yeMbIX UIsl BXOJa B
UBb.

CpenctBa moarBepxaeHus KiweHnta MOTyT OBITh BpEMEHHO 3a0JIOKUPOBAHO MO TPeOOBAHUIO
Knuenra. C MoMeHTa OIOKMpPOBAaHUS U 10 BO30OHOBIEHUS neiicTBus CpencTBa MOATBEPKICHHS
bank npekpamaer npuem OP, noaTBepkIeHHbIX KitouoM Oll, mojsydeHHBIM C MCIOJIb30BAaHUEM
takux CpencTB noarBepxkaeHus. biokupoBaHuio mojuieka Bce 3HadeHMsl Kiroueil Cpezncrsa
MOJTBEPKICHUS, pa3MelleHHble Ha HocuTene (Tabmuie pa3oBBIX KIIOYEH WM CreHEPUPOBAHBI
(co3maHbl) Ha MOOWJIBHOM YCTpPOHCTBE (MOOWMIBHOM Tele()OHE) MOCPEICTBOM IPOTPAMMBI
«UPBkeyGeny», 1160 creHepupoBaHbl IpH MOMOIIM TeHepaTopa oAHOpa3oBbIx maposeit eToken
PASS).

bank umeer npaBo nmpuocTtaHoBUTH (OJ0kupoBath neiictBue MbB) unu npexkpatuts aeiicteue Ub B



8.6.

8.7.

8.8.

8.9.

8.10.

8.11.

8.12.

9.3.

CIIELYIOIUX CIydasx:
npu HapyieHnn KimentoMm nopsaka ucnons3osanus Ub;

B ciy4ae HeucrojgHeHHs KimeHTOM yclioBMMl M 0053aTenbCTB, MPETyCMOTPEHHBIX HACTOSLIMMU
[IpaBumamu, IlpaBuiiaMu  OCYIIECTBIEHMS IIEPEBOAOB  JCHEXKHBIX  Cpeacts, lIpaBunamm
6e3omacHoro ucnoib3zoBanus Ub, nefictByromumu Tapudamu banka;

IpY HAJIMYUU OOCTOSITENBCTB, CBUIETELCTBYIOLIMX O HEMPAaBOMEPHOM HCIOJIb30BaHUM KimeHtom
Ub;

npu coBepuieHun Knuenrom neiictBuii ¢ ucnonb3oBanueM Wb, Bnexymux ymep6 banky;

B Cllydae BBISBJICHHUS COMHHUTENbHbBIX onepauuil Knuenra, Ha ocHoBanuu PenepallbHOTO 3aKOHa OT
07.08.2001 Ne 115-®3 «O npoTUBOAEHCTBUM JieTain3alMyd (OTMBIBAHHUIO) JOXO/OB, MOTY4YEHHBIX
HPECTYIHBIM IyTeM, U (PUHAHCUPOBAHUIO TEPPOPUIMAY.

[IpuocranoBiieHre WK TpEKpaIieHne ucnoiap3oBanus Wb He mpekparmiaer obs3arenscte Kimmenra
u baHka 1o mepeBony AEHEKHBIX CPEACTB, BO3HMKIIMX J0 MOMEHTa IPHUOCTAHOBIICHUS WIH
IIPEKpaIICHUs YKa3aHHOT'O UCIIOJIb30BAHMS.

bank mmeer mpaBo 1o cBoeMmy ycMoTpeHuro 6e3 yBepomiieHus Kimenra 6mokupoBats CpencTBa
noareepxkeHus Kiuenra u morpedoBath oT Kimmenta cmensl Cpeacts noareepxaeHus Kimenra.
[Tpu Hanuuuu nomo3peHuit o kommnpomeranuuu CpelncTB MOATBEP)KIEHUS WIM HENPaBUIBHOM HX
UCIIOJIb30BAHNU, a TAKXKE B HMHBIX CIy4YasX, YCTAHOBJICHHBIX 3aKOHOAATENBCTBOM, baHk umeer
npaBo 3arpeboBath OT KimeHTa OQOPMIICHHBI B YCTaHOBJIEHHOM IOpSAIKE JOKYMEHT Ha
OyMa)KHOM HOCHTEJNE M HE MPOW3BOAUTH ucrnoiHeHue OP, coobmmB 06 3tom KimeHTy B cpok He
H03/IHEE CIIeIYIOLEero paboydero JAHs co AHS MOJYyYeHHs COOTBETCTBYoIero JP.

Bank mmeer mpaBo MPOM3BOAUTH TEXHUYECKHE paboThl Ha ceteBoM pecypce Wb m orpaHnumBaTh
noctyn k b ¢ yBegomsienuem Knuenra myrem pasmenieHus MHGOPMALMOHHOIO COOOLICHUs Ha
caiite banka B cerm HMHTepHer mo aapecy www.uralprombank.ru wim myreMm HampaBlICHHS
coobuenus Knuenty no b 3a 1 nenp 10 Havyana nposeaeHus padorT.

B ciyuae oOHapyXeHHsI yrpo3 U3 CETM MHTEPHET, HANPABJICHHBIX Ha HApYyIICHHUE LEIOCTHOCTH
nporpamMHoro obdecrnieuenust b, bank nMeer mpaBo orpaHUYUTh W/WIM IPUOCTAHOBUTH JIOCTYI K
Wb no yctpaHeHuUsI BBIABIECHHBIX YIPO3.

baHk nmeeT npaBo B OJHOCTOPOHHEM MOPSAAKE BBOAUTH M U3MEHATH MEPHI 110 IOATBEPKACHUIO OP,
ayreHTH(ukanun Kimenra.

KnueHnt umeer npaBo HanpasisaTh oOpaiieHus B baHk, ucnonb3ys BCTpoeHHble Bo3MoxkHOCTH UbB.
Hannbie noxkymentsl mnoanuckiBatorcss DIl Knuenta m paccmarpuBaroTcss bankom B mopsiake,
AQHAJIOTUYHOM ~ PAacCMOTPEHUIO0  oOpamieHuii Ha  OyMaXHOM  HOCHTeNe,  IMOANUCAHHBIX
coOcTBeHHOpYUHOU noAnuckio Kinenra.

9. llopsinok U cnocoObl HANPaBJIeHUsA HH(POPMALMHU, CBSI3AHHOM
c ucnoan3opanuem Ub.

bank o06s13aH:

uHpopMupoBath KiimeHnTa o coBepiieHnn Kaxkaoi onepanui ¢ ucronb3oBanueM Ub;

¢dbukcupoBath HanpaBieHHble KiiueHTy u nonydennsie oT KinneHnra yBegoMieHus, a TAK)Ke€ XPaHUTh
COOTBETCTBYIOIIYIO HH(POPMAIIUIO HE MEHEE TPEX JICT;

00ecreunTh BO3MOXXHOCTh HampaBieHus eMy KIHMeHTOM yBEIOMIICHHS O KOMIIPOMETAIlMU KIIHoua
OI1, 006 ucnons3oBanuu Wb 6e3 cornmacus Knuenra;

no TpeboBanuto Knuenra npenocrabnath KireHTy JOKyMeHThI U HH(DOPMALINIO, KOTOPBIE CBSI3aHBI
¢ ucnoap3oBanuem Ub.

uHpopMupoBath KimeHnTa 000 BceX HEYIauHbIX TOMBITKAX MOJydeHHs Joctyma K Vb.

Knuent o6s3aH npenoctaBuTh baHKy B MHCbMEHHOM BHUJE JOCTOBEpHYIO HMH(pOpManuo o cebde,
HeoOxoaumyro st cBsisu banmka ¢ Kiumentom. KimeHT 00s3aH He3aMeUIMTENbHO MHUCHMEHHO
uHpopmupoBath bank 00 m3MeHeHuu uHPOpPMAIMKU, HEOOXOAUMOI 1715 cBsizu ¢ KiueHToM, B ToM
quclie: HoMepe TenedoHa, aapece AIEKTPOHHOH MOYTHI.

bank undopmupyer Kimenra o coBepiieHWH Kaxoil omepanuil ¢ ucnonb3oBanueMm Wb mytem
HarpaBjeHus: KIIMeHTy COOTBETCTBYIOIIETO YBEJAOMJICHHS B COOTBETCTBUE C M. 7.12. HacToAmUX
[TpaBui, a Takxke JHOOBIM JIOCTYIHBIM CIIOCOOOM (B ToM umcie: SMS-cooOIieHue, 3JeKTPOHHBIM
JOKyMeHTOM cBoOogHoro dopmara B Wb u mp.) He mo3nHee IHSA, CIENYIONIETO 3a JHEM
COBEPILEHHUS ONEPaALUH.
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94.

9.5.

9.6.

BBuny 0onHOMOMEHTHOCTM mpueMa M HcnonHeHus OP B coorBercTBHe ¢ nI. 7.12. HacTosIUX
[IpaBun y banka otcyrcTtByer HeoOXxomumocTs HampasieHus Kiuenty mo anpreprHatuBHomy Wb
KaHaJly CBSI3U COOOLIEHHUS, COJIEpKAILEro CBEACHUs 0 CPOPMUPOBAHHOM ¢ ucnoiab3oBanueM b OP
0 MepeBO/Ie ACHEXKHBIX CpeaCcTB, 10 BBoaa Knuentom Kiroua OI1.

O06s3anHocTh banka no HampasieHuto KiueHTy yBelOMJICHMH, NMpelyCMOTPEHHAs HACTOSLIMMU
IIpaBUJIaMU M JACUCTBYIOLUIUM 3aKOHOAATENICTBOM, CUMTAETCS HCIIOJIHEHHOW IIPU HaIlpaBICHUU
YBEJIOMJICHHSI B COOTBETCTBUM C THoOcieqHed umeromeiics y banka mHpopmauueilt Juist CBA3U C
Kinnenrom.

Hapnexamum yBenomnennem KimenTa takke cuurtaercs pasmerneHue bankoMm nnpopmanmuu 060
BCEX omepanusx 1o OaHkoBckuM cyeram Kimenta Ha odunuanbHoM caite banka
www.uralprombank.ru, B pasnene «iu4HbI KaOuHeT». Bxom B «inuHbli kaOuner» KiumeHra
OCYLIECTBIISICTCA 110 JIOTUHY M Mapouo, ykazaHHbeIM B [IMH-konBepte, BeimanHOM Kimmenty npu
nosryuenuu Kaprel B banke.

WNudopmanus o npou3BeaeHHBIX MEPEBOAAX JACHEKHBIX CPEICTB C Hcmoib3oBaHueM Wb  moxer
ObITh NpesiocraBieHa bankom Kinuenry o ero tpe6oBanuto:

Ha OyMa)XHOM HOCHTEJE, B BUJIE BBIIIUCKU 110 CYETY, NIpeiocTaBisieMoil B opucax banka;

B JIEKTPOHHOM BuJE, 1o 3anpocy Kinuenra B 1b.

Knuent o00s3aH  He3aMeIUIMTENBHO yBEIOMISATh baHk 00 o0OHapy)KeHHH TOMBITKH, (aKTa
HECaHKIIMOHMpOBaHHOTrO jnoctyna kK Wb, mubo o cioywasx xommpomerauuun Ub, kommpomeranuu
CPEICTB MOATBEPKACHUA, KOJOBOIO CIIOBA, HO HE NO3JHEE JHS, CICAYIOLIErO 3a JHEM IOJy4YECHHUS
oT baHka yBeJOMJICHHUS O COBEPLICHHON OllEpaliy.

Konrakthbie Ttesegponsl AQOQ «YPAJIIIPOMBAHK», paborawmue xkpyriaocyroyno: (351)
239-65-65, (351) 239-65-55, 8-800-775-05-55 (3BoHok no Poccuu GecniiaTHbIi), agpec 3JIeKTPOHHOM
nouThi: post@uralprombank.ru.

9.9.

9.10.

10.1.

10.2.

10.3.

[Mopsimox obpamenus KinenTa B KOHTaKTHBINA 1eHTp baHka Mo yka3aHHBIM TeleoHaM B PEKUME
KpyriocyroyHoro gocryna. I[Ipu stom Knuenrt nomxen coobmuts ceou ®.J1.0., kKogoBoe ClloBo, a
TaK)Ke OTBETUTbh Ha PsJ BOIIPOCOB, YCTAHOBJICHHBIX TEXHOJIOTMYECKUM NOpsAnkoM banka. YcrHoe
cooOLIeHNe JOIKHO OBITh MOATBEP)KJICHO MUCHbMEHHBIM 3asBieHHeM KimeHta B Cpok He mo3JHee
ciexytoniero pabouero nHsA. B cimydae HEBO3MOXKHOCTH JIMYHO TMPEICTABUTH IMHUCHMEHHOE
3agBieHHe baHKy B TedyeHue clenyrolero pabodero JHsS OHO JOJDKHO ObITh nepenaHo baHky
CpEICTBAMHU JJICKTPOHHOU CBs3H ((hakc, Tenekc, e-mail, U T.I.) ¢ MOCIEIYIOINUM 00sI3aTSIIbHBIM
IMCbMEHHBIM ITOATBEPKACHUEM IIPU NIEPBOM BO3MOXKHOCTH. DaKTOM, MOATBEPKAAIOIINM IIPUHATHE
Bankom coobmenuss Kimenra o OmokupoBanuu Wb, sBnsercs HOMEp MPHHATOTO COOOIIEHUS,
3aperucTpupoBaHHbIl coTpynHukoM banka s Knmenrta. Yyer oOpamenuit KimentoB o
onokupoBanuu Ub Benercst baHkoMm B COOTBETCTBYIOIIEM JKypHAJIE PErHCTpaLUH.

dakt 3axmoueHus JloroBopa o3Havaer coryiacue Kimenta Ha mosyueHue oT banka cooOieHuit
WHPOPMALIMOHHOTO XapaKTepa, a TakKe KOMMEPYECKHX, PEKJIaMHBIX W HWHBIX MAaTepHajoB,
coJiep KalUX MPeJI0KEHUsT BOCIIONb30BaThCS IPOAYKTaMH U yciyramu banka, B mo6oit popme 1o
BbIOOpY baHka (IIOYTOBBIE PACCBUIKM, paccChbUIKM SMS-coOOIIEHNH, pacChUIKM IO 3JIEKTPOHHOM
[I0YTE, C TOMOIIIBIO UHBIX CPEJICTB CBS3H).

10. Bo3narpaxaenus banka 3a ucnosab3zoBanue Ub,
NOPS/JI0K €ro B3MMaHHUA

3a ucnons3oBanue Wb Kinment yninaunBaer banky Bo3HarpaxkieHue B pa3Mepe, YCTaHOBJIEHHOM
tapudamu banka, nelicTByOIMMHI Ha MOMEHT 3aKiitoueHus Jlorosopa.

bank BopaBe B 0JHOCTOPOHHEM MOPSAAKE U3MEHUTDH pa3Mep BO3HArpaxkaeHus 3a ucrnosb3obanue Ub,
ykazaHHblil B Tapudax banka, ¢ mpeaBapuTelbHbIM yBeoMIeHHeM 00 3ToM KimeHrta He no3nHee
10 xaneHmapHbIX JHEH A0 JAaTbl BCTYIUICHUS M3MEHEHUN B CHIly, NyTeM IyOJIMKallMM Ha
MH(POPMALIMOHHBIX CTEHJIaX, HaxoAsmuxcs B opucax banka, Ha odunmansHoM caiite banka B cetu
WuTepuer: www.uralprombank.ru u/mim 3JeKTpOHHBIM JOKYMEHTOM cBoOoaHOTO popmata B UB.

B ciyuae Hecoryacusi ¢ U3MeHEHUsIMH, BHeCEHHbIMU B Tapu¢bl banka, Knuent umeer mnpaBo 110
BCTYIJICHUS! B CHUJIy TaKUX HM3MEHEHHMH B OJHOCTOPOHHEM IIOPSIKE OTKA3aThbCi OT HUCIOJHEHUS
JloroBopa (pacToprHyTh JI0roBop). B ciyuae HemosyuyeHust baHkoM 40 BCTyIUIEHUS B CHILY
n3MeHEHHBIX TapudoB nucbMeHHOTO yBenomieHus ot Kinuenra o pactopkenun JloroBopa, bank


http://www.utb.ru/

10.4.

10.5.

10.6.

10.7.

10.8.

11.1.

11.2.

11.3.

11.4.

11.5.

11.6.

CUMTAEeT 3TO BhIpakeHHeM coriacus Kimenta ¢ usmenenuem Tapudos.

Omnuara yenyr banka no ucnons3oBanuto b npousBoauT myreM crnucaHus JEHEKHBIX CPEJICTB C
O6aHkoBckoro cuera KimeHTa 3a Kaxblii COBEpLICHHBI NEpeBOJ JIEHEKHBIX CPEIACTB €
ucnonb3oBanuem Vb B mopsiike u cpoku, ykazanusie B Tapugax banka.

Cnucanue AEHEKHBIX CPEICTB B CUET OIUIATBHI yCJIyr baHka NMPOM3BOAUTCS IIyTEM BBICTABICHUS
pacueTHOro JokymeHta kK cuety KimeHra, oriaumBaeMoro 0e3 JONOJIHUTEIbHBIX PaCHOPSKEHUS
Knuenra B mopsake, NpeLyCMOTPEHHOM JAEHCTBYIOUIMM 3aKOHOJATEIBCTBOM U HOPMAaTHMBHBIMU
akramu banka Poccun .

ITpu HEnOCTATOUHOCTH JEHEKHBIX CPeACTB Ha cueTe KumeHTa 11 coBeplIeHUs IEPEeBOAa U OILIAThI
ycnyr banka, 6aHk oTkaspiBaeT KiMeHTy B mepeBoje JNEHEXHBIX CPEICTB, 0 4yeM HH(OpMHUpyeT
Knuenta ¢ BbIBeleHHEM YBEIOMIIEHHS B MOMEHT OTIpaBKu pacnopsbkeHus «HepocraTtouno
CPEZCTB Ha CUETEN.

3a npenocrasinenue Knuenty CpencTB MOATBEpKIEHHs — TaOMUIbl pa3oBbIX Kiroued KiumeHt
yiiadyuBaeT baHky Bo3HarpaxxJaeHue

3a yCTaHOBKY IIPOrpaMMbl I'€Hepaluu Kitodel (rmaposeil) Ha MOOMIIBHOM YCTpOicTBE (MOOMIIBbHBIH
tenepon) mocpenctsom «UPBkeyGen» mmubo mproOpeTeHne reHeparopa OJHOPA30BBIX MapoJiei
«eToken PASS» Knment ynnaunBaer baHKy BO3HarpaxieHue B pa3Mepe M CIOCOOOM,
ycranoBneHHoM Tapudamu banka, neiictByromumu B banke Ha MOMEHT COBEPILICHHS OTIEPAIIHH.

11. Iopsinok npeabsiBJIeHUS M PACCMOTPEHUS NPETEH3UH,
CBfI3AHHLIX ¢ HcHoJab30BanueM Ub.

Bce cniopsl, koTOpbie MOTYT BO3HUKHYTH Mexay CTopoHamu B Xoje ucnoisibzoBanusi b, momkHb
pelaThesi ¢ COONMIOACHUEM HACTOSIET0 MPETEH3UOHHOTO MOPsI/IKa, IPU HEYPEeryJIUpPOBaHUU CIIOpa,
MOCJIEAHUN TEepEeacTCsl Ha PAaCCMOTPEHUE CyAa B IMOPSIKE, MPEIYCMOTPEHHOM JEHCTBYIOLIUM
3aKOHOJATEILCTBOM PD.

[Ipn BO3HHKHOBEHHWH CIIOPOB, KOH(UIMKTHBIX CHUTYyalluid, CBS3aHHBIX C HCHOJb30BaHueM Wb,
CTOpOHA, 3asBIAIONIAs pazHOriacue (MHUIMATOP CIIopa) Oo0s3aHAa HAMPaBUTH JAPYroil CTOPOHE
3asBJIcHHE (MIPETCH3WIO), B THMCHbMCHHOM BHAC Ha OyMa)XKHOM HOCHTEJE, IMOANHUCAHHYIO
YIIOJTHOMOYEHHBIM JIUIIOM, C MOAPOOHBIM H3JI0KEHHEM O0CTOsTeNbCTB cropa. Kpome toro, sciu
uHUnMaropoMm crnopa sisiercss Knuent, 3asBnenue Knmenrta, mpencraBienHoe B baHk, momkHO
COZIepXaTh PEKBU3UTHI SJIEKTPOHHOTO pacnopsbkeHus KimeHTa, Mpu HUCIOIHEHUHM KOTOPOTO
BO3HUKJIA CLIOPHAS CUTyallUst

Ho paspemenus crnopa baHkK mnpuOcTaHaBIMBAaeT MpoBeAeHUE Bcex onepauuit Kiouenta c
ucnojp3oBannem Mb.

[Tpu mocrymnenun B bank 3asBnenus (mpereHsuu) or Knuenta bank o00s3anH chopmupoBath
pa3pEIUTENBHYI0O KOMUCCHUIO I PAacCMOTPEHUsS 3asBICHUSA. B COCTaB KOMHCCHM BKJIIOYAKOTCA
Knuent wu mpencraButenu banka. Ilo corimacoBaHHI0 CTOPOH B COCTaB KOMHCCHH MOTYT OBITh
BKJIIOUEHBI HE3aBUCUMBIE IKCIIEPTHI.

B cnyuae otkaza Kimenra ot yuactus B paboTe pa3pelnTensHol koMmuccuu, 1ubo eciau Kinrnenrom
YUHWINCh TOpensaTcTBUA  paboTe  paspemmuTesbHOW Komuccud, baHk BmpaBe co3naTh
pa3pemuTenbHy0 KOMUCccHIo 0e3 ydactus Kimenra.

CtopoHbl  00s13yIOTCS  CIOCOOCTBOBaTH paboOTe KOMHUCCHMM M HE JIOMyCcKaTh OTKa3a oOT
MPEIOCTABIICHUSI HEOOXOMUMBIX JOKYMEHTOB. CTOPOHBI OOS3YIOTCS MPEIOCTABUTH KOMHCCHH
BO3MOXXHOCTh O3HAKOMJICHHSI C YCIOBUSMU U TIOPSAKOM pabOThl CBOMX IMPOTPAMMHBIX U
almapaTtHelX CpPENCTB, HCMNoOJb3yeMbix B Wb, B mpeaenax, yCTaHOBJIEHHBIX JEHCTBYIOLIUM
3aKOHOJATEILCTBOM PD.

B xone paboter komuccun kaxnaas CTopoHa 00s3aHa JI0Ka3aTh, YTO OHA UCTIOIHUIA 0053aTeIBCTBA
no JloroBopy Hajuiexamum oopazom.

PazpemmmrensHas kKoMuccHsl MpU pacCMOTpeHUM 3asBiieHHs KiMeHTa coBepliaer cieayrolue
JICUCTBUS:

[IpoBoauT TeXHWYECKYIO OKcrepTndy OP  Ha OCHOBaHMHM KOTOPOro bBaHKOM BBITIOJTHEHBI
ocniapuBaemblie KilneHTOM AeiCTBUS.



11.7.

11.8.

11.9.

[IpoBoauT sKCHEPTH3y CpenCTBa MOATBEpKIeHUs DP, MTOrMHA W mapossi, UCIOIb30BAHHBIX MPHU
ayreHTuukanuu Knuenra..

Kpowme Toro, pazpemntenbHas KOMUCCHUS IPOBEPSIET CIAEAYIONINE 0OCTOSATENbCTBA:

boin mu Knument HaanmexammuMm o0pa3oM W B YCTAHOBICHHBIM CpOK wu3BelieH baHkoMm o
COBEPILICHHON ONEpalH;

Obpamancs mu Kimenr B bank ¢ 3asgBieHueM 00 oOHapy)KeHUM TOMBITKH, (hakra
HECaHKLIMOHUPOBaHHOTO aocTymna k b, nubo o ciyyasx KoMOpoMeTaluu CpeCTB MOATBEPKICHNUS,
napostst 1 joruHa KimeHTa, B Kakoi cpok OBUTO HAIpaBJIeHO oOpalieHue.

[lo pe3ynpTaTaM IpOBEPKH pa3pelIUTENbHASI KOMUCCUS COCTABIISIET AKT, COAECPKAIUN CIEIyIOLue
CBEJICHUSA:

bakTHyeckue 00CTOATENbCTBA, TOCTY>KUBIINE OCHOBAHUEM BO3HUKHOBEHHS Pa3HOTTIACHUI;

BBIBOJI O MOJJMHHOCTH (JIO)KHOCTH, TpuUeMe, Imepeiade, W T.I.) ocmapuBaemoro DP wu ero
obocHOBaHHE;

BBIBOJI O cobOmoneHnn (HecoOmroaennn) bankom u KnmeHToM mopsiika u crocoba HarpaBJICHUS
uH(bopMaIuu, CBI3aHHOM ¢ ucroiab3oBanue Mb.

Pe3ynpraroM paccMOTpeHUs CHOPHOM CUTyaldH pa3pelIMTEIbHOW KOMHCCUEH  SIBIISECTCS
onpezaeneHue CTOPOHBI, HECYIIEH OTBETCTBEHHOCTh. AKT, COCTaBJICHHBIN MO pe3yabTaTaM padOThI
KOMHUCCHHM, B JBYX OJK3eMIUISIpax, MOJAMUCHIBACTCS wieHaMu KomMuccuu. OAuH 3K3eMIUIp
Hanpasisercs KiueHty mo moute, 3aKa3HbIM MHUCHMOM C YBEJIOMIJICHHEM JHOO MHBIM CIIOCOOOM,
IIO3BOJISAIOIINM OIPENEIUTD JOCTABKY.

bank Hecer oTBeTcTBeHHOCTH mHepen KimeHToMm B ciiydae, Korjaa MMella MECTO XOTsI Obl OJHA W3
CIEAYIOIINX CUTYallH:

bank ne mnpembsaBisier OP, mepenannoe KimeHToM, Ha OCHOBaHMHM KOTOPOro baHK BBITTOJHMI
onepauuu 1o cy€ty Kinnenra.

He noareepxxaeHa noimHHOCTL DP.

Knuent npenocraBnsier baHky nokaszarenbcTBa yBEeJOMIIEHMS baHka O mpekpalleHuu AeHCTBUUI
cpeacTs noaresepxaeHus, Ub.

11.10. bank o00s3aH paccMOTpeTh 3asBieHHE (TpereH3uto) Kiuenta um mpenocraButh KimeHTy

12.1.

12.2.

12.3.

12.4.

12.5.

12.6.

BO3MOXXHOCTh IOJIYUUTh HMH(POpPMAILMI0 O pe3ylbTaTax €€ pacCMOTPEHHs, B TOM UHCIE B
MMCbMEHHOU opMe 1o TpedoBanuio Kimenra, B cpok He 6osee 30 qHElH cO JTHS MOTYYEHHUS TAKOTO
3asBiieHUs, He Oosee 60 qHEHM co IHS MOJIy4deHHs 3asBJIECHMs B ciydae ucnosb3oBanus Ub s
OCYIIECTBIICHUS TPAHCTPAHUYHOTO NIEPEBOA IEHEKHBIX CPEJICTB.

12. OTBeTCTBEHHOCTH CTOPOH

KimeHT caMocTosATeIbHO HECET OTBETCTBEHHOCTD 3a JJOCTOBEPHOE/KOPPEKTHOE Hcmoib3oBanue Wb,
sammonmaeHne DOP B Mb. baHk He HeceT OTBETCTBEHHOCTH 3a MPSAMOW WM KOCBEHHBIH ymepO,
BO3HUKINKHK y KilneHTa BclieZIcTBIE HEIOCTOBEPHOI0/HEKOPPEKTHOTO Ucoab30Banus 1b.

baHk HE HeceT OTBETCTBEHHOCTH 3a HempeaocTaBicHue yciyr KimeHTty B cinydae cOos
MIPOrpaMMHOTO O0ecTieueHus: Win 000pyA0BaHUS, HEMPUHAIeKAIINX baHKy.

bank He HeceT OTBETCTBEHHOCTH 3a MOJIHBIE WJIM YACTUYHbBIC MTEPEPBIBBI B NMIPEAOCTABICHUH YCIIVT,
Mo oOCTOSATEIhCTBAM, HE3aBUCAIIMM OT baHka (OTKJIIOYEHHE OJIEKTPUYECTBA, 3aMeHa
00OpyIOBaHUs, MPOrPaMMHOTO OOECIICUCHUs WU TIPOBEACHHE JPYruxX padoT, BBI3BAaHHBIX
HEOOXOAUMOCTBIO TMOJACPKAHUSA PAOOTOCIIOCOOHOCTH M MOJICPHHU3AIMU POTPAMMHOTO H/HIIH
ammapartnoro odecneuenust Ub).

[IpaBo ucnonws3oBanus Ub sBisieTcsl HCKITFOYUTENIBHBIM M HETlepeaaBaeMbIM. B ciiyuae cooOmmeHus
KnuenToM nornHa, mapossi, HEOOXOAMMBIX IS MCIOJIb3oBaHus VB Tperbemy mwily, B ciydae
nepenaun KnueHTOM TpeThbeMy NIy CPeICTB MOATBep:kaeHus, KilMeHT B MOJHOM o0beMe HeceT
OTBETCTBEHHOCTb 3a JEHUCTBUS, COBEPIICHHBIE TAKUMHU TPETHUMHU JIMLIAMU C Ucnoiab3oBanuem Wb, a
Takxe 3a ymep0, IpUYNHEHHBIA TAKUMU TpeThUMH JntiamMu banky u Knuenry.

B cayuae HeyBemomiienus KiumenTtom banka o koMmpomeTralnud — JIOTMHA, I1apoJjis, CPelICTB
MOATBEPKIEHUST TMOO HECAaHKIIMOHMPOBAHHOM HcHolb3oBaHuUu Mb B cpoku, mpenycMOTpeHHbIE
HACTOSIIIUMU TpaBWJIaMU, baHK He HECET OTBETCTBEHHOCTHU 3a yiiepO, mpuunHeHHb KinneHty c
ncnons3oBanuem Ub.

B cinyuae He npepocrabienuss Kinuenrtom uHdopmaiuy, HeOOXOAUMOM /IJis HampaBiieHus baHkom
nH(OpMallMd O COBEPIICHHBIX omnepanusx KIueHT camMOoCTOSTeNhHO HECEeT PUCK HEMONydeHUs



12.7.

12.8.

12.9.

nH(OpPMaLIUK O COBEPIIEHHBIX ONEparusiX.

baHk He HEcéT OTBETCTBEHHOCTH 3a yiiep0, NpuunHEHHBIH KMeHTy B pe3yibTaTe UCIIOJIb30BAHHUS
TperbuMu JunamMu Ub, cpeacTs noareBepkaeHus, joruHa u napois Kinvenra.

baHk He HeceT OTBETCTBEHHOCTHh 3a MPABOMEPHOCTh M MPABWIBHOCTH HAJICKAIIUM O00pa3oM
0 OpPMIIEHHOTO MIATEKHOTO JOKYMEHTA, a TaKXke 3a YOBITKH, oHeceHHble KineHToM BeiencTBre
OTKAa30B M HECBOECBPEMEHHBIX JCHCTBHM JIMI, B IOJb3Yy KOTOPBIX OCYIIECTBISAECTCS NEPEBOL
JIEHEXHBIX CPeACTB MO0 nopyyeHuro Knuenra.

bank He HeceT OTBETCTBEHHOCTb 3a IIOCIEACTBHS MCIOJHEHUS PACIOPSKEHHUM, BbIIAHHBIX
HEYINOJHOMOYEHHBIMU JIMIIAMH, B TOM YHUCJE U B TE€X ClydasX, KOrna baHK He CMOr yCTaHOBUTH
(dakT BBIAYM  PACIOPSDKCHUS HEYIOJHOMOUYCHHBIMH JIUIIAMH, B TOM YHCJIE JIMIAMH,
OCYUIECTBIISAIOIUMHI MOLIEHHUYECKHUE JIEHCTBHUS.

12.10.bank He HEceT OTBETCTBEHHOCTHh 3a HEKOpPpeKkTHyI pabory Wb Ha obopymoBanuu Kimenra c

YCTAaHOBJICHHBIM Ha HCM HCJIMICH3NOHHBIM IIPOIrpaMMHbBIM o0ecIeyeHHEM.

12.11.CtopoHbl  OCBOOOXKIAIOTCS OT OTBETCTBEHHOCTH 3a HEUCIOJIHEHUE WM HEHaJIexaliee

13.1.

13.2.

13.3.

HUCIIOJIHCHUC B3ATBIX II0 HOFOBOpy 0053aTeNLCTB B ClIyda€ BO3HHKHOBCHUSA 00CTOATENLCTB
HGHpGOZ[OJIHMOfI CUJIBI, K KOTOPBIM OTHOCATCA: CTUXUITHBIC 6€I[CTBI/IH, IMoXXapbl, aBapHH,
OTKJIFOYCHHUS IBJICKTPOIHCPIuU, INOBPCIKIACHUC JIMHUN CBA3HU, MaCCOBBIC 6€CHOpHI[KI/I, 38.6aCTOBKI/I,
BOCHHBIC I[GflCTBHH, BCTYIINICHUEC B CHUJIY 3aKOHOJATCIIbHBIX AKTOB, dKTOB OPraHOB (bez[epam,HHx
HWJIX MCCTHBIX OpPraHOB BJIACTHU U 00s13aTeNIbHBIX JJIs1 UCIIOJIHCHUA OZ[HOﬁ U3 CTOPOH, IIPAMO HJIH
KOCBCHHO 3aIllp€llarollInX YKa3aHHBIC B I[OFOBOpe BUJblI JACATCIBHOCTH HJIW HNPCHATCTBYIOIIHC
BBIIIOJIHCHUIO CTOPOHAMHU CBOHX 0053aTeNBLCTB 110 I[OFOBOpy, €CJIM CTOpPOHA, ITOCTpadaBlIasaA OT UX
BIIMAHHA, JOBCIACT 0 CBCACHUA Z[perfI CTOPOHBI HM3BECTUC O CIYUYUMBIICMCA HE MO3AHEC
clIeayromero JHs 1oCjI€ BOBHUKHOBCHUS 3TUX 00CTOSTENLCTB.

13. Ilopsinok pacrop:xenusi JJorosopa

CropoHBl NpPU3HAIOT, 4TO AciicTBUe JloroBopa IpeKpamaercs B MOMEHT 3aKpbITUS IIOCIECIHETO
cuera/Bkiana Knmenra, otkpeitoro B banke. [Ipu Hammunn y KnmeHta K MOMEHTY MpeKpaIieHus
neiictBus JloroBopa HeNnorameHHOW 3al0/DKeHHOCTH nepen bankom mo Jlorosopy, neicTBue
JloroBopa npekpaaercs Mocie MOJIHOro MOralleHUs TAKO! 33 I0JKEHHOCTH.

JIoroBop MOeT ObITh PACTOPTHYT B OJHOCTOPOHHEM IMOPSAIKE 110 WHUIMATUBE JIIOOOH U3 CTOPOH.
CropoHa, KOTOpas JKelaeT paCTOPTHYTh HACTOSIIMNA TOTOBOP, A0JKHA U3BECTUTD Jpyryto CTOpOHY
B [IUCBMEHHOM BHJIe He MeHee ueM 3a 10 ([ecsars) pabounx qHel 10 AaThl paCTOPKEHUs JOTOBOPA.
B Tteuyenne storo cpoka CTOpOHBI 00s3aHBI MPOM3BECTH OKOHYATENBHBIH B3aUMOPACYET II0
00513aTeNIbCTBAM, BBITEKAIOLIUM U3 HACTOSILETo IOr0BOPA.

B cnywae  mpekpamenus paevictBus JloroBopa w/wim pacropxkeHusi JloroBopa mpoBelneHUE
onepauuii uepe3 b unu «MobuibHblli 6aHk» 6iokupyercs. Komuccun, panee yniaaueHHble baHky,
HE BO3BPAILAIOTCS U HE YYUTHIBAIOTCS B CUET ITOTAIICHUS 3a0JDKEHHOCTH nepe]; bankom.
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[TpaBrwiiaM MCIIONB30BaHMsI JIEKTPOHHOIO CPENCTBA
maTexa - cucreMsl «MlHTepHeT-baHk»

AO «YPAJIIIPOMBAHK»

IIpaBuiia 6e30MacHOrO HCNOJIB30BAHUSA
cucrembl «AHTepHeT-bank»

HUcnonb3zoBanue cucrembl «UHTepHeT-bank»» (nanee «Mb») nmoreHuuaibLHO HeceT B cede
PHMCKH He0JaronpusATHBIX MOCJICACTBHI, B TOM YHCJe CBA3AHHBIX ¢ XHIIICHHEM JAeHEKHBIX CPEACTB,
AJISl ee MOJIb30BaTeJIsl, KOTOPble MOT'YT BO3HHMKHYTh B C/Iy4Yae HECAHKIMOHHPOBAHHOIO JOCTyNAa K
Ub.

Texnonoruun 3ammTsl onepauuii B b HMCHONIB3yIOT COBpEMEHHbIE MEXAHU3MbI O0€CIIeUEHUS
0€30IaCHOCTH M IPEIOCTaBISIOT yI00CTBO IOJB30BAHUS YCIIYroil, o0ecrneuuBas MpU 3TOM BBICOKHUH
YPOBEHB €€ HaJIe)KHOCTH 1 O€30MacCHOCTH.

BwmecTte ¢ TeM 3¢ (eKTUBHOCTD JTaHHBIX MEXaHU3MOB 3aBHCUT TAaK)Ke€ OT BbIIOJHEHUs Bamu
IPOCTBIX IPABMIL

1. KonTponupyiite noctyn k Bammm Cpeacrsam NoATBEPKACHHUS.

2. Ilpu ycraHoBke HOBOro mnapois (JormHa) mig jpocryna k Kb He ucnonb3yiTe mnpocThie
KoMOuHanuu. Jlydmie Bcero, eciiy napoib (JOruH) OyaeT AJTUHHON He MEeHee BOChbMH CHMBOJIOB, COCTOSITh
U3 3arJIaBHBIX U CTPOYHBIX OYKB, a Takke MUQp. DTO 00ECIEUNT 3aIUTY OT B3JIOMa HapOJIs.

3. 3anoMHuTE JIOTUH U naponsb i poctyna k Mb. Hukorna He 3anuchiBaiiTe MX B MeCTax, JIETKO
JTOCTYITHBIX IOCTOPOHHMM JIMIIAaM (Ha CTUKEPax Ha MOHUTOpE, B (aiinax Ha pabodem MecTe | T.1.).

4. Hukomy He nepenasaiite CpencTBa MOATBEPKICHUS.

5. Homuure, uto corpynuukn AO «YPAJINIPOMBAHKY» HuUKOr/Ia U HE B Kakoi (opme He OyayT
3ampammBarh Bam npaposbs (noruH). MrHopupyiiTe mro0Oble COOOLIEHHMST MO 3JIEKTPOHHOW MOYTe,
3ampamuBaromuye Bamm nmaponu mmb0 TaHHBIE CYETOB MIIM COAEpIKalIie CChUIKY Ha Web-cTpaHuly, rae
Bawm npennaraercst atu nanabsle BBectu. CooOmiaiite B bank 0060 Bcex mogoOHbIX GakTax.

6. Vcnonb3yiiTe COBpeMEHHOE aHTUBHPYCHOE IMPOrpaMMHOE obecrieueHue. PerynsipHo oOHOBIIsATE
aHTUBUPYCHbIE 0a3bl M IMPOBOAUTE IMOJHYIO AHTUBUPYCHYIO NpOBEepKy Bamiero kommbroTepa u/win
MOOMIJIBHOTO TeNe()OHa/TUTAaHIIETHOTO KOMITBIOTEpa ISl CBOEBPEMEHHOTO OOHApY)KEHUS BPEIOHOCHBIX
IIPOrPaMM.

7. YCTaHOBUTE W UCHOJB3YHTE TepCOHANBHBIN Opanamaysp (firewall) Ha Bamem kommbroTepe. 31O
MIO3BOJIUT MIPEJOTBPATUTh HECAHKIIMOHUPOBAHHBIN JOCTYI K MH(GOPMALIMU Ha KOMIIBIOTEPE.

8. YcranaBnuBaiite cample rmocieHue 0OHOBIeHUs Baiero Opaysepa u onepanuoHHON CHCTEMBI.

9. Iloaxmrounte SMS- nnu E-mail-yBegomiienue o 1BUKEHUN CPENICTB IO CUETY.

10. He coo0miaiiTe TpeTbUM JHIIAM, KOJOBOE CIIOBO, JIOTMH, Mapojib U Kiaoun Cpeacts
IIOATBEPKIEHUS , Ucionb3yeMble B Mb.

11. Ilepen ycranoBkoii mporpammsl «MoomsHbIN Oank» ninn « UPBkeyGeny» yoeaurecs, 4to:

e Bbl ckauumBaeTe mnporpaMMy U3 OQHUIMAIBHOTO Mara3uHa NPUIOKEHUH Ui JTAaHHOTO

yCTPOMCTBa/ONEPallMOHHON CUCTEMBI,

® HAaUMEHOBAaHUE IPUJIOKEHUS IOJHOCTBIO  COOTBETCTBYET  CIEIYIOIIEMY  HAIMCaHWIO

«URALPROMBANK» wumn «UPBkeyGen», a HauMEeHOBaHHME BEHAOPA MPHIOKCHHUS
COOTBETCTBYeT cleayromemy HauMmeHoBanuio: AQO «YPAJIIIPOMBAHK», JSC Urals
Industrial Bank. W30eraiiTe ycTaHOBKY MpPHJIOXKEHHH, KOMHUPYIOUIMX CHUMBOJHKY AO
«YPAJIIIPOMBAHK), HO UMEIOIINX MHBIC HAMMCHOBAHMS, B TOM YHCIIE HHOC HAUMCHOBAHHE
BEHI0pa/pa3padoTurKa JaHHOTO MPHIIOKEHUS.

12. JIns MOOWIBHBIX YCTPOHCTB Ha omepaluoHHbX cuctemax i10S u Android 3ampemieHo
UCTOJIb30BaHUE pUIIoKeHNH «MoOmibHbIH O0ank», « UPBkeyGen» w/unm ocymectienue nocrymna B Ub
IIOCPEJICTBOM ~ MHTEpHET-0003peBareisi B Cllydyae IPHUCYTCTBUS CKOMIPOMETHPOBAHHOW  Cpejibl,
YCTaHOBJIEHHOW HAa MOOMJIBHOM YCTPOMNCTBE:!

e Jlna onepamuoHHOW cucteMbl Android — monydeHue mpaB AIMHHHCTpaTopa (root-mpaBa)
W/WIIN yCTaHOBKA aJIbTEPHATUBHBIX Tpapuueckux UHTEp(EncoB Moab30BaTeNs («IIPOLIMBOK)
CTOPOHHHX pa3pabOTUYMKOB, W HE BXOMALIMX B TAKET OOHOBIICHUH, PacCIPOCTPaHSIEMBIX
ouLMaNbHBIM BEHAOPOM ONEPALMOHHONW CHCTEMbl W/WINM MPOU3BOJUTEIEM MOOMIBHOTO




YCTpOICTBA.
e Jlns onepannonHoii cuctemsl 10S — mxeitnOpeiik (Jailbreak).

13. ExxeiHEBHO IPOBEPSINTE pacXOHbIE U MPUXOHbIE onepanuu B 11b.

Coxpansiiite B cekpeTe Mmapoib, JOTUH U Kimouu CpeacTB MOATBEPKICHUS, HEOOXOAMMBIE s
ucnions3oBanuss UMb. IlpuHumaiite Bce Mepbl IO IPENOTBPALICHUIO HECAHKIMOHUPOBAHHOTO
ucnosibzoBanus Ub.

14. He ocymectusiite mocpenctBom Wb He3akoHHBIe ()MHAHCOBBIE ONEpaIlH, HE3aKOHHYIO
TOPTOBIIIO U JIFOOBIE IPYTUE ONEepally B HApYIICHHE 3aKOHOAATeNbCTBA PO.

15. Beimonnenue Bamu JaHHBIX MEPONPUATUMN IT03BOJIUT 3HAYUTEIBHO CHU3UTh PUCKU COBEPILICHUS
HECAaHKIIMOHUPOBAHHBIX oneparuid 1b.

16. Bbl umeere mnpaBO B YacCTHOM IOpPSAKE 3acTpaxoBaTh CBOM PHUCKH HEOIAronpusTHBIX
MOCJIE/ICTBUH OT ucnonb3oBanus Vb, B TOM uncie CBA3aHHBIX C XUILEHUEM JIEHEKHBIX CPEICTB.

17. Ilpu mr00BIX MOAO3PEHHUSIX HAa KOMIIPOMETAIMIO KOJOBOTO CJIOBA, JIOTMHA, MApOJIst, KIIOUen
CpenctB moATBEpk ACHUS, a TAaKXKe MPU BO3SHUKHOBEHUU JIIOOBIX HEOOBIYHBIX CHUTYalMi MpH paboTe C
Wb — memerenno odparurecs B AO «YPAJITIPOMBAHKY:

Konrakthbie Tenedonst AO «YPAJIIIPOMBAHK», paGoramue kpyriaocyrodHno: (351)
239-65-65, (351) 239-65-55, 8-800-775-05-55 (3BoHok no Poccuu GecniiaTHbIi), apec 3JIeKTPOHHOM
nouThl: post@uralprombank.ru.
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[IpaBunaM HCHONIB30BaHUS JIEKTPOHHOI'O CPENCTBA
riarexa - cuctemsl «MHTepHEeT-Bank»

AO «YPAJIITPOMBAHK»

IIpaBuia 3amuThHl KOHPUACHIUAILHON HH(popMannu B cetu UHTEpHET.

CnenoBaHue JaHHBIM IPaBHJIAM MO3BOJIMT Bam oGe3omacuth cebs U CBOM JICHEKHBIE CPEICTBA OT
MOUIEHHHYECKHX JEHCTBUI Ha MOJUIOKHBIX caliTax B ceTu MHTEepHeT.

®uumnr (aurn. phishing, or password — maponb u fishing — phIGHas 0B, BEIyXKHBaHHE) —
BUJI MHTEPHET-MOILICHHUYECTBA, 1IEIbI0 KOTOPOTO SBISIETCS MOJyYSHHE J0CTYyIa K KOH()HUICHINAIbHBIM
TaHHBIM TIOJIB30BaTENEed — JIOTMHAM M TapojisiM. JTO JOCTHTaeTcs MyTEM MpPOBEACHUS MAacCCOBBIX
PacCBUIOK JIEKTPOHHBIX MHCEM OT MMEHH HOMYJISIPHBIX OPeHIOB. B muchbMe 4acTo copepKuTcs mpsimast
CCBUIKA Ha CAalT, BHEIIHE HEOTIUYMMBIA OT HACTOSILETo, JTUOO CChUIKA HA CTPAHUILYy MPUIIOKEHUS JUIs
MOOMJIBHBIX YCTPOMCTB, KOMUPYIOLIETO0 (UPMEHHYIO CUMBOJIMKY HACTOSALIEro NpuiokeHus. Oka3zaBIIMCh
Ha TaKOM cCaiiTe, MOJIb30BATEIh MOXKET COOOIINTHh MOIIEHHHKAM IIEHHYI0 MH(OpPMAIHNIO, TTO3BOJISIONIYIO
HOJYYUTh JOCTYNl K aKKayHTaM M OaHKOBCKHM CYeTaM. AHAJIOTHYHO HCIOJIb30BAHHE IIOJUIOKHOTO
MPUIIOKESHUS I MOOMITBHOTO YCTPOICTBA BJICUYET TE jK€ HEOIAronpHUATHBIC TIOCIECTBHS.

Jlromu, oOMaHyThIe TAKUMH MOIICHHUYECKUMU MTPUEMaMH, OTKPBIBAIOT 3JI0YMBIIUICHHHKAM HOMEpa
CBOMX OaHKOBCKHUX KapT, Mapojiu U APYryl0 KoH(HIeHIManbHyl0 HHbopMaiuioo. YToOsl HE MOnacTh B
TaKyl0 CUTYalll0, KpaliHe BaXKHO OBITh YBEPEHHBIM, UYTO BCE TPAH3aKIIMH COBEPIIAOTCS B 3aIUINCHHON
cpele, KOTOpylo ycremHo obecrieunBaeT baHk.

Croco0bl 3alIUTHIL:

2.1. HUrnopupoBath uchbMa, 3ampaiiuBaroiue Bamy koHpuaeHInaapHy0 HHPOpMaLIHIO.

e banx HUKOI'ZJA ©He 3ampammBaeT Kakyro-Tu00 KOH(MUICHIHATbHYIO HWH(GOPMAIUIO I10
3JIEKTPOHHOMU MOYTE.

e baHK HHMKOTJIa HE MPUCHUIACT B TEKCTE MUChMa CCBHLIKH, KOTOPBIC TIepeaapecyoT Bac Ha caiiT,
I7ie Hy’)KHO BBECTH KaKyr0-IM00 KOH(UIECHIIMATBbHYIO HHPOPMAIIHIO.

2.2. 3axomuth Ha caiit MuTepHer-O0anka nmyrem BBoja ero URL-aapeca depe3 aapecHyr CTPOKY
Opay3epa, 1160 dyepe3 coxpaneHHyr0 BAMMU B «30paHHOM» CCBIIKY.

2.3. TlpoBepsTh peryisipHO JIBH)KEHHE MO CBOMM cueTaM. [Ipu Hamu4ymm moao3pUTeNbHON Omnepauu
Mo cYeTy/0aHKOBCKOM KapTe HEMEAJIEHHO yBeAOMIISITh 00 3ToM baHk.

2.4. IlpoBepsTh ypoBeHb 3auuThl caiiToB. [Ipu mocemennn croponHux caitoB (MuTEepHET-MarasnHoB
U T.1), T1e TpeOyeTcs UCmoib3oBaHue Bammx kKoH(UIEHIIMATbHBIX JaHHBIX, 1715 Hadajia IpOBephTe
ero 0e301acHOCTb.

e [IpoBeprTe Web-ampec B aipecHOl cTpoke Opay3epa. Anpec A0bKeH HaumHAThes ¢ «https:/»
(«s» ot security), a He ¢ oObr4HOTO «http://».Ecnu 310 Tak, TO NaHHBIA CAlT pacmoJiaracTcsl Ha
3alUIIIEHHOM CEepBEpeE.

e Bbl MOXeTe MPOBEPUTH YPOBEHb KPUITO3AIIUTHI, TTOBOJIUB KYPCOPOM MBIIIK HaJ MKOHKOU B
BUJIE «3aMKa» BHU3Y CTpaHUIIbl. ECITM MKOHKA B BUJE «3aKPBITOTO 3aMKa», TO CAWT 3allUIIECH.
Kiuka#TE 110 9TOM UKOHKE, M BBI TOJKHBI YBHJIETH OKHO C JIAHHBIMH CePTH(UKATA 3aIHUTHI.

2.5. OOecne4nTh 3alIUTy CBOETO KOMIBIOTEPA UM MOOUILHOTO YCTPOHCTBA.

e VYcranosure antuBupycHoe 1O u, obecrnieunB ero oOHOBJIEHHE, Bbl MOJYYUTE IMOMOIIb IO
OOHapyKeHHIO M J€3aKTUBALIMU BPEIOHOCHBIX MpOrpamMM, a HCHojib30BaHue aHtucnam [10O
00€e30MacuT BaIlli TIOYTOBBIE SIUKHU OT TOTYYCHUS (PUITHHTOBBIX ITHCEM.

e Taxxe BaXHO, OCOOEHHO JJIsi IOJI30BATEIEH IIMPOKOINOJIOCHOIO JOCTyNa K HWHTEpPHETY,
YCTAaHOBUTh MEXCETEBOM OJKpaH. OJTO TMOMOXKET, OJOKHPYS CBSI3U C HEXKelaTeIbHBIMU
HMCTOYHUKAaMU, COXpaHUTh nHpopManuio Ha BamieM 1K B 6e3onacHocTu.

e VY0enurtech, YTO y Bac yCTaHOBJECHAa COBpeMeHHas Bepcus Web-Opays3epa, U BBl YCTAaHOBWIA
JUIS Hee camble rocienHue ooHoBneHus. Ecnu y Bac HeT 3TUX OOHOBIEHMI, oOpaTtuTech Ha
Web-caiit npousBoautens oOpaysepa.

2.6. HezamemnutenbHo yBenomuisiite baHk, ecnu Kakoe-TMOO MMOAO3pUTENBHOE JAeWCTBUE OBLIO
mpou3BeeHO ¢ BamuMmu JeHeXHBIMH CpelcTBaMHu Wi Bam ObUIO IpHCIIaHO TOA03PUTETHLHOE
MUCHMO WJIH MPEAJIOKEeHNEe 0T MeHU baHka.




[Tpunoxenue Ne 3 k

[IpaBunaM HCHONIB30BaHUS JIEKTPOHHOI'O CPENCTBA
riarexa - cuctemsl «MHTepHEeT-Bank»

AO «YPAJIITPOMBAHK»

AnnapaTHble TPeGOBaHUS U TPeOOBAHHUS K IPOrPAMMHOMY 00ecrieYeHHI0, YCTAHOBJIEHHOMY
HA NepCcoHATBbHOM KoMnbloTepe Kinenra.

Jlns yenemHoro u - Oecnepeboiinoro ¢yHknuonupoBanus Wb Bame mnepconaabHOE yCTpOHCTBO
BBIYMCIIUTEIILHON TEXHUKU JJOJKHO COOTBETCTBOBATD:
I. TlepcoHanbHbIii KOMIIBIOTEp M MPOTrpaMMHOE OOecleueHue, YCTAaHOBICHHOE Ha HEM, JOJIKHBI
YIOBJIIETBOPSATH CIICAYIOIIUM TPEOOBAHUSIM:
1. TpeboBaHus K anmapaTHbIM pecypcaM KOMIIbIOTEpa:
e TIpoiieccop ¢ TakToBoi yactoToi 11T 1 Bbiwe;
® pazpenieHue 3KkpaHa MOHUTOpa He MeHee 1024%768;
e pazmep mpudTa d3KpaHa — oObIYHBIN pazmep (96 dpi);
e oneparuBHas namsath (O3Y) - He menee 512 MB;
e CBOOOJHOE MPOCTPAHCTBO HA KECTKOM JUCKE:
o x86 -850 Mb
o x64-2TIb

2. TpebGoBanus K IpOrpaMMHOMY O00ECIICUCHUIO:
2.1.  Jns ycnemnoro ¢ynkiuonupoanus b Heo6xoanmo, urodbl Ha kommbioTepe Kimenta Obina
YCTaHOBJICHA OJ{HA U3 cheAyromux onepanuonusix cuctem (JIMIEH3MOHHAS):
e Windows Vista SP2,
e Windows 7 SP1,
e Windows 8.1,
e Windows Server 2008 R2 SP1
e [lonnep:xuBacMble ApXUTEKTYPHI:
o x86
o x64
2.2.  KomrmoHeHTsl, HeoOXoauMble a1 padboTel Ub:
e Internet Explorer 8 miu 6onee mo3aHel Bepcuu
e Microsoft .NET 3.5 SP1 unmu Microsoft .NET 4.

II. pans MOOWMIBHBIX YCTPOWCTB Ha omepanuoHHbIX cuctemax 10S w  Android 3ampemeHo
UCIONIb30BaHUEe TpuiiokeHudt «MoOunpHbli Oank», «UPBkeyGen» w/unm ocymectBieHue
noctyna B UMb mocpeactBoM — MHTepHET-0003peBaTenss B clydyae — IPHUCYTCTBHS
CKOMIIPOMETHUPOBAHHOM CpeJibl, yCTAHOBJICHHONW HAa MOOMIIBHOM YCTPONCTBE:

° Jlns onmepanuoHHOM cucteMbl Android — moirydeHue mpaB AIMHHUCTpaTopa (root-rpasa)
W/WIM  YCTAaHOBKA  QJIbTEPHATHBHBIX  Trpapuueckux  WHTEp(EHcOB  IMOJIb30BATENS
(«IpOIIMBOK») CTOPOHHHMX pPa3paOOTYUKOB, M HE BXOAAIMIMX B TMaKeT OOHOBJICHMIA,
pacTlpocTpaHsieMbIX  OQHUIMAIBLHBIM  BEHIOPOM  OINEPAIlMOHHOW  CHUCTEMBI  W/HIU
MIPOU3BOIUTENIEM MOOUIILHOTO YCTPOICTBA.

. Jnsa onepanmonnoit cucteMsl 10S — mxeinopeiik (Jailbreak).



